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SECURING THE JVM
Neither for fun nor for profit,
but do you have a choice?
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public class Foo {

  private String hidden = "This should remain inaccessible!";
}

public class Oops {

  public static void main(String[] args) throws Exception {
    Foo foo = new Foo();
    Class<? extends Foo> clazz = foo.getClass();
    Field field = clazz.getDeclaredField( "hidden");
    field.setAccessible( true);
    Object hidden = field.get(foo);
    System.out.println(hidden);
  }
}
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public class Bar {

    private int hidden = 5;
}

public class OopsAgain {

  public static void main(String[] args) throws Exception {
    Bar bar = new Bar();
    Class<? extends Bar> clazz = bar.getClass();
    Field field = clazz.getDeclaredField("hidden");
    Field type = Field.class.getDeclaredField("type");
    AccessibleObject.setAccessible(
                       new AccessibleObject[] { field, type } , true);
    type.set(field, String.class);
    field.set(bar, "This should print 5!");
    Object hidden = field.get(bar);
    System.out.println(hidden);
  }
}
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Time for DEM
O
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●
○ java -Djava.security.manager …

●
○ System.setSecurityManager()
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●
○ -Djava.security.policy==my.policy

●
○ -Djava.security.policy=my.policy
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public class AccessibleObject
               implements AnnotatedElement {
  public void setAccessible(boolean flag)
                  throws SecurityException {
    SecurityManager sm =
                System.getSecurityManager();
    if (sm != null)
      sm.checkPermission(ACCESS_PERMISSION);
    setAccessible0(this, flag);
  }
}
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grant codebase "file:myjar" {
  permission Foo "foo";
  permission Bar "bar", "baz";
};
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