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1
Request access 

from the 
resource owner

2 Access token

3 Verify client
access



@PhilippeDeRyck

• Traveling the world to deliver security courses
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• Custom training courses with developer-oriented labs
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OAUTH 2.0

The client perspective
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Don't worry, these are revoked!
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SCENARIO 1 – SHOW A SELECTED NUMBER OF TWEETS
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THE CLIENT CREDENTIALS GRANT FLOW
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1 Client credentials

3 Access token

2 Access token

4Protected resource
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CLIENT CREDENTIALS GRANT
- DIRECT ACCESS BY THE CLIENT APPLICATION
- ACCESS TOKEN OBTAINED USING CLIENT CREDENTIALS
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SCENARIO 2 – SCHEDULE TWEETS ON BEHALF OF A USER
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THE AUTHORIZATION CODE GRANT FLOW
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5 Request client authorization

3 Authenticate yourself

4 Login credentials

6 Authorize client

1 Request access

8 Authorization code

7 Redirect with 
authorization code

2Redirect to 
request access

10 Access token & refresh token9Authorization code
with client credentials

11 Access token

12 Protected resource
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THE AUTHORIZATION CODE GRANT FLOW
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6
7

3

4

1

2

5

1 Start the delegation process

2 Redirect to the authorization server

3 Authenticate the user

4 Approve access delegation

5 Redirect with authorization code

6 Exchange code for access token

7 Access protected resources
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https://twitter.example.com/auth
?response_type=code
&client_id=PragmaticWebSecurity
&scope=read write
&redirect_uri=https://pragmatic…/twittercallback.php
&state=s0wzojm2w8c23xzprkk6

1
2
3
4
5
6

REQUESTING AN AUTHORIZATION CODE

https://pragmatic…/twittercallback.php
?code=eyJhb...0X4UeQ
&state=s0wzojm2w8c23xzprkk6

1
2
3

RESPONSE CONTAINING AUTHORIZATION CODE
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REQUESTING AN ACCESS TOKEN

{
"access_token": "eyJhbGciO...du6TY9w",
"expires_in": 300,
"token_type": "bearer"
"refresh_token": "eyJhbGciO...E4wRw",

}

1
2
3
4
5
6

RESPONSE CONTAINING ACCESS TOKEN

POST /auth
Authorization: Basic UmFuZG9tQ2xpZW50SU...tODdlYTJmZDVhN2Rm
Host: twitter.example.com

grant_type=authorization_code
&redirect_uri=https%3A%2F%2Fpragmaticweb…%2Ftwittercallback.php
&client_id=PragmaticWebSecurity
&code=eyJhb...0X4UeQ

1
2
3
4
5
6
7
8
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CLIENT CREDENTIALS GRANT
- DIRECT ACCESS BY THE CLIENT APPLICATION
- ACCESS TOKEN OBTAINED USING CLIENT CREDENTIALS

AUTHORIZATION CODE GRANT
- DELEGATED ACCESS TO A BACKEND APPLICATION
- ACCESS TOKEN OBTAINED BY EXCHANGING CODE WITH CLIENT CREDENTIALS
- REFRESH TOKEN CAN BE USED WITH CLIENT CREDENTIALS
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SCENARIO 3 – ALLOW LIVE INTERACTION ON BEHALF OF A USER
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THE IMPLICIT GRANT FLOW
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2 Authenticate yourself

4 Request client authorization

3 Login credentials

5 Authorize client

7 Access token

8 Protected resource

6 Access token1Request access
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THE IMPLICIT GRANT FLOW
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4

5

2

3

1

1 Start the delegation process

2 Authenticate the user

3 Approve access delegation

4 Load callback with access token

5 Access protected resources
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https://twitter.example.com/auth
?response_type=token
&client_id=PragmaticWebSecurity
&scope=read write
&redirect_uri=https://pragmatic…/twittercallback.php
&state=s0wzojm2w8c23xzprkk6

1
2
3
4
5
6

REQUESTING AN ACCESS TOKEN

https://pragmatic…/twittercallback.php
#access_token=eyJhb...0X4UeQ
&token_type=bearer
&expires_in=300
&state=s0wzojm2w8c23xzprkk6

1
2
3
4
5

RESPONSE CONTAINING ACCESS TOKEN
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CLIENT CREDENTIALS GRANT
- DIRECT ACCESS BY THE CLIENT APPLICATION
- ACCESS TOKEN OBTAINED USING CLIENT CREDENTIALS

AUTHORIZATION CODE GRANT
- DELEGATED ACCESS TO A BACKEND APPLICATION
- ACCESS TOKEN OBTAINED BY EXCHANGING CODE WITH CLIENT CREDENTIALS
- REFRESH TOKEN CAN BE USED WITH CLIENT CREDENTIALS

IMPLICIT GRANT
- DELEGATED ACCESS TO A FRONTEND APPLICATION
- ACCESS TOKEN DIRECTLY OBTAINED THROUGH THE REDIRECT
- NOT SUPPOSED TO HAVE ACCESS TO REFRESH TOKENS
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OAUTH 2.0

The resource server's perspective
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1
Request access 

from the 
resource owner

2 Access token

3 Verify client
access
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TO THE CLIENT, AN ACCESS TOKEN MIGHT
JUST AS WELL BE A DINOSAUR
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2YotnFZFEjr1zCsicMWpAA

eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiJqZG9lQGV4YW1wbGUuY29tIiwi
YXVkIjoiaHR0cHM6Ly9hcGkuZXhhbXBsZS5jb20iLCJhenAiOiJSY

W5kb21DbGllbnRJRCIsImlzcyI6Imh0dHBzOi8vYXV0aG9yaXphdGlvbn
NlcnZlci5leGFtcGxlLmNvbS8iLCJleHAiOjE0MTkzNTYyMzgsIml

hdCI6MTQxOTM1MDIzOCwic2NvcGUiOiJyZWFkIHdyaXRlIiwianRpIjoi
NDA1YjRkNGUtODUwMS00ZTFhLWExMzgtZWQ4NDU1Y2QxZDQ3In0.
FCk3Wo8DnFEHb02JCd9BWAHQ48BBt3n2YLQV6TpLMpFvTRNCZJAA-

aEH4LrE7oVejvGd7YWGDy2Vzb7x-Bpg7yMYxozUerCkMy_F4Iw_xctgE
J3WF_TTJFhISGNoWlFXspM5d9EQvMvk0JxAovhE0HfXv5GCosGy-

0oT7ShQrwZLBIwE9d0ceUcmly42dvDZSsqHDIzPjrFzvpXwbZqq_sRFnh
6MHlmmug7t1UCs85caoLhfSweaT0z7ED8P2Tsg_HgmnaaeDapszG6Lcke

BglqYwbRHy6X6LAcJfAkkwAlqrU0Vu4azsuE8BsLPKMYzu9ZeCoH
dLHYdtz-I0yKQ
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2YotnFZFEjr1zCsicMWpAA

eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiJqZG9lQGV4YW1wbGUuY29tIiwi
YXVkIjoiaHR0cHM6Ly9hcGkuZXhhbXBsZS5jb20iLCJhenAiOiJSY

W5kb21DbGllbnRJRCIsImlzcyI6Imh0dHBzOi8vYXV0aG9yaXphdGlvbn
NlcnZlci5leGFtcGxlLmNvbS8iLCJleHAiOjE0MTkzNTYyMzgsIml

hdCI6MTQxOTM1MDIzOCwic2NvcGUiOiJyZWFkIHdyaXRlIiwianRpIjoi
NDA1YjRkNGUtODUwMS00ZTFhLWExMzgtZWQ4NDU1Y2QxZDQ3In0.
FCk3Wo8DnFEHb02JCd9BWAHQ48BBt3n2YLQV6TpLMpFvTRNCZJAA-

aEH4LrE7oVejvGd7YWGDy2Vzb7x-Bpg7yMYxozUerCkMy_F4Iw_xctgE
J3WF_TTJFhISGNoWlFXspM5d9EQvMvk0JxAovhE0HfXv5GCosGy-

0oT7ShQrwZLBIwE9d0ceUcmly42dvDZSsqHDIzPjrFzvpXwbZqq_sRFnh
6MHlmmug7t1UCs85caoLhfSweaT0z7ED8P2Tsg_HgmnaaeDapszG6Lcke

BglqYwbRHy6X6LAcJfAkkwAlqrU0Vu4azsuE8BsLPKMYzu9ZeCoH
dLHYdtz-I0yKQ
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TOKEN INTROSPECTION FOR REFERENCE TOKENS

30

TOKEN

ENDPOINT

2 Exchange access token for stored claims

3 Stored claims about the client

1 Access protected resource 
with access token

4 Access control decision
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TOKEN INTROSPECTION REQUEST

{
"active": true
"client_id": "PragmaticWebSecurity",
"sub": "Z5O3upPC88QrAjx00dis"
"exp": 1419356238,
"scope": "read write"

}

1
2
3
4
5
6
7

TOKEN INTROSPECTION RESPONSE

POST /token_info
Authorization: Bearer eyJhb...N2Rm
Host: twitter.example.com

token=2YotnFZFEjr1zCsicMWpAA
&token_type_hint=access_token

1
2
3
4
5
6
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REFERENCE TOKENS
- AN IDENTIFIER POINTING TO METADATA KEPT BY THE AUTHORIZATION SERVER
- AUTHORIZATION SERVER RETAINS FULL CONTROL OVER THE METADATA
- REQUIRE A BACKCHANNEL REQUEST WHEN RECEIVED BY THE RESOURCE SERVER
- EASY TO REVOKE IF NEEDED
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2YotnFZFEjr1zCsicMWpAA

eyJhbGciOiJSUzI1NiJ9.eyJzdWIiOiJqZG9lQGV4YW1wbGUuY29tIiwi
YXVkIjoiaHR0cHM6Ly9hcGkuZXhhbXBsZS5jb20iLCJhenAiOiJSY

W5kb21DbGllbnRJRCIsImlzcyI6Imh0dHBzOi8vYXV0aG9yaXphdGlvbn
NlcnZlci5leGFtcGxlLmNvbS8iLCJleHAiOjE0MTkzNTYyMzgsIml

hdCI6MTQxOTM1MDIzOCwic2NvcGUiOiJyZWFkIHdyaXRlIiwianRpIjoi
NDA1YjRkNGUtODUwMS00ZTFhLWExMzgtZWQ4NDU1Y2QxZDQ3In0.
FCk3Wo8DnFEHb02JCd9BWAHQ48BBt3n2YLQV6TpLMpFvTRNCZJAA-

aEH4LrE7oVejvGd7YWGDy2Vzb7x-Bpg7yMYxozUerCkMy_F4Iw_xctgE
J3WF_TTJFhISGNoWlFXspM5d9EQvMvk0JxAovhE0HfXv5GCosGy-

0oT7ShQrwZLBIwE9d0ceUcmly42dvDZSsqHDIzPjrFzvpXwbZqq_sRFnh
6MHlmmug7t1UCs85caoLhfSweaT0z7ED8P2Tsg_HgmnaaeDapszG6Lcke

BglqYwbRHy6X6LAcJfAkkwAlqrU0Vu4azsuE8BsLPKMYzu9ZeCoH
dLHYdtz-I0yKQ
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REFERENCE TOKENS
- AN IDENTIFIER POINTING TO METADATA KEPT BY THE AUTHORIZATION SERVER
- AUTHORIZATION SERVER RETAINS FULL CONTROL OVER THE METADATA
- REQUIRE A BACKCHANNEL REQUEST WHEN RECEIVED BY THE RESOURCE SERVER
- EASY TO REVOKE IF NEEDED

SELF-CONTAINED TOKENS
- THE TOKEN ITSELF CONTAINS THE METADATA USED BY THE AUTHORIZATION SERVER
- STORED ON THE CLIENT, SO OUT OF REACH FROM THE AUTHORIZATION SERVER
- CAN BE USED INDEPENDENTLY BY THE RESOURCE SERVER AFTER INTEGRITY CHECK
- HARD OR IMPOSSIBLE TO REVOKE
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scope=read write
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SCOPES AS USED BY THE SLACK API
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SCOPES AS USED BY THE GOOGLE API
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OPENID CONNECT

Authentication with OAuth 2.0
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PSEUDO-AUTHENTICATION WITH OAUTH 2.0

41

5 Request client authorization

3 Authenticate yourself

4 Login credentials

6 Authorize client

1 Authenticate yourself

8 Authorization code

7 Redirect with 
authorization code

2Redirect to 
authenticate

10 Access token

9Authorization code
with client credentials

11 Access token

12 User info

How do you know if 
the user was present?

Where do you get the 
user info?
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CONCEPTUAL OVERVIEW OF OPENID CONNECT
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2 Authenticate

5 Access /UserInfo endpoint

3 Issue an identity token and access token
1Request identity information

4 Authenticate user with identity token
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THE OIDC IMPLICIT GRANT FLOW

44

2 Authenticate yourself

4 Request client authorization

3 Login credentials

5 Authorize client

8 Access token

9 Protected resource

6 Access token and identity token1Request authentication
(response_type=id_token token)

7 Authenticate user with identity token
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IMPLICIT GRANT
- IDENTITY TOKEN IS INTENDED FOR THE FRONTEND APPLICATION
- ALLOWS ESTABLISHING THE USER'S IDENTITY IN THE FRONTEND ONLY
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THE OIDC AUTHORIZATION CODE GRANT FLOW

46

5 Request client authorization

3 Authenticate yourself

4 Login credentials

6 Authorize client

1 Request authentication

8 Authorization code

7 Redirect with 
authorization code

2
Redirect to 

request authentication
(response_type=code)

10 Access token and identity token9Authorization code
with client credentials

12 Access token

13 Protected resource

11 Authenticate user with identity token
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IMPLICIT GRANT
- IDENTITY TOKEN IS INTENDED FOR THE FRONTEND APPLICATION
- ALLOWS ESTABLISHING THE USER'S IDENTITY IN THE FRONTEND ONLY

AUTHORIZATION CODE GRANT
- IDENTITY TOKEN IS INTENDED FOR THE BACKEND APPLICATION
- ALLOWS CONNECTING THE IDENTITY OF THE USER TO AN INTERNAL USER CONCEPT
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THE OIDC HYBRID FLOW
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5 Request client authorization

3 Authenticate yourself

4 Login credentials

6 Authorize client

1 Request authentication

8 Authorization code
and identity token

7
Redirect with 
authorization code 
and identity token

2

Redirect to 
request authentication

(response_type=code 
id_token)

11 Access token10Authorization code
with client credentials

12 Access token

13 Protected resource
9Authenticate user with identity token
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IMPLICIT GRANT
- IDENTITY TOKEN IS INTENDED FOR THE FRONTEND APPLICATION
- ALLOWS ESTABLISHING THE USER'S IDENTITY IN THE FRONTEND ONLY

AUTHORIZATION CODE GRANT
- IDENTITY TOKEN IS INTENDED FOR THE BACKEND APPLICATION
- ALLOWS CONNECTING THE IDENTITY OF THE USER TO AN INTERNAL USER CONCEPT

HYBRID
- IDENTITY TOKEN IS INTENDED FOR THE BACKEND APPLICATION
- ALLOWS CONNECTING THE IDENTITY OF THE USER TO AN INTERNAL USER CONCEPT
- THE BACKEND MUST CHECK IF THE AUDIENCE OF THE TOKEN MATCHES ITS CLIENT ID
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OAUTH 2.0 OFFERS DELEGATION

OPENID CONNECT OFFERS AUTHENTICATION
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