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* Traveling the world to deliver security courses
* In-depth web security training for developers
e Custom training courses with developer-oriented labs
* Covering web security, API security, Angular/React security

e 15+ years of security experience
* Founder of Pragmatic Web Security
e Author of Primer on client-side web security
* Creator of Web Security Fundamentals on edX
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e Course curator of the SecAppDev course
* Yearly security course targeted towards developers
* More information on https://secappdev.org PH.D. IN WEB SECURITY

GOOGLE DEVELOPER EXPERT
(NOT EMPLOYED BY GOOGLE)

DR. PHILIPPE DE RYCK
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OAUTH 2.0

4

The client perspective
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App details

App nhame (required)

PragmaticWebSecurity]

Maximum characters: 32
Application description (required)

Share a description of your app. This description will be visible to users so this is

a good place to tell them what your app does.

This is for personal use only, not for public use

/

Between 10 and 200 characters

Website URL (required)
https://pragmaticwebsecurity.com

Allow this application to be used to sign in with Twitter
Learn more

Enable Sign in with Twitter

Callback URLs

OAuth 1.0a applications should specify their oauth_callback URL on the request
token step, which must match the URLs provided here. To restrict your
application from using callbacks, leave these blank.

https://pragmaticwebsecurity.com/twittercallback.php X

+ Add another

Terms of Service URL

Privacy policy URL

Organization name

Organization website URL

Tell us how this app will be used (required)

This field is only visible to Twitter employees. Help us understand how your app

will be used. What will it enable you and your customers to do?

This is for personal use only, not for public use. Will be used as a
relatable example of how OAuth 2.0 works in practice.|
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SCENARIO 1 — SHOW A SELECTED NUMBER OF TWEETS

Almost every application depends on
authentication, a much-debated topic. Who
better to teach about it than @jimfenton, the
co-editor of the #NIST SP 800-63 Digital
Identity Guidelines. Proud to have Jim on
board. buff.ly/1Ric8Zq

SPEAKER

JiM FENTON

Internet Technologist, Altmode Networks
Co-editor of NIST SP 800-63 Digital Identity Guidelines

User authentication and identity management
technologies, messaging security

“Ss SecAppDev 2019

-
February 18 - 22, Leuven (Belgium)

y @PhilippeDeRyck

For the 15th year in a row, Bart Preneel from
@CosicBe will be at SecAppDev. He is one of
the world's experts on cryptography. This
year, he will teach about crypto, but will also
give his expert opinion on #blockchain and
the current hype. buff.ly/1Ric8Zq

SPEAKER

BART PRENEEL

Full professor, KU Leuven

Cryptography and privacy

:: SecAppDev 2019

February 18 - 22, Leuven (Belgium)

——

With a lot of excitement, we can announce
@jimmesta will be part of the SecAppDev
2019 faculty. He is one of the top experts on
security in DevOps environments. He also
teaches one of his excellent 1-day
workshops, where you dive #Kubernetes!
buff.ly/1Ric8Zq

SPEAKER

JiIMMY MESTA

CTO, Manicode Security

DevOps security, mobile security

<€ SecAppDev 2019

February 18 - 22, Leuven (Belgium)
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THE CLIENT CREDENTIALS GRANT FLOW

CLIENT

Protected resource o
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@) CLIENT CREDENTIALS GRANT

- DIRECT ACCESS BY THE CLIENT APPLICATION
- ACCESS TOKEN OBTAINED USING CLIENT CREDENTIALS

, @PhilippeDeRyck
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SCENARIO 2 — SCHEDULE TWEETS ON BEHALF OF A USER
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11:00 For the 15th ...

12:00

SecAppDev o...

Erlend Ofted...

13:00

14:00
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15:00 With a lot of ... Security is of... KRvW #[Stan...
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THE AUTHORIZATION CODE GRANT FLOW

o Request client authorization

e Authenticate yourself

USER o Login credentials

Authorization code e
with client credentials

Redirect to o
request access

Redirect with

authorization code /
RESOURCE

© Authorization code CLIENT /@) protected resource SERVER

BROWSER
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THE AUTHORIZATION CODE GRANT FLOW

-

AUTHORIZATION

~

SERVER

o Start the delegation process

e Redirect to the authorization server
o Authenticate the user

o Approve access delegation

e Redirect with authorization code
e Exchange code for access token

o Access protected resources

RESOURCE
SERVER
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REQUESTING AN AUTHORIZATION CODE

1  https://twitter.example.com/auth

2response type=code
&client id=PragmaticWebSecurity

&scope=read write
&redirect uri=https://pragmatic../twittercallback.php
&state=sOwzojm2w8c23xzprkké6

o O & WD

RESPONSE CONTAINING AUTHORIZATION CODE

1 https://pragmatic../twittercallback.php
2 2code=eyJhb...0X4UeQ
3 &state=sOwzojm2w8c23xzprkké6

, @PhilippeDeRyck
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REQUESTING AN ACCESS TOKEN

1 POST /auth
Authorization: Basic UmFuZG9tQ2xpZw50SU...tODd1YTJmZDVhN2Rm
Host: twitter.example.com

grant type=authorization code

&redirect uri=https$3A%2F%$2Fpragmaticweb..32Ftwittercallback.php
&client id=PragmaticWebSecurity

&code=eyJhb...0X4UeQ

0O J o O s WD

RESPONSE CONTAINING ACCESS TOKEN

1 {

2 "access token": "eyJhbGciO...du6TY9w",
3 "expires in": 300,

4 "token type": "bearer"

5 "refresh token": "eyJdhbGciO...E4wRw",
6 }

, @PhilippeDeRyck



@) CLIENT CREDENTIALS GRANT

- DIRECT ACCESS BY THE CLIENT APPLICATION
- ACCESS TOKEN OBTAINED USING CLIENT CREDENTIALS

@ AUTHORIZATION CODE GRANT

- DELEGATED ACCESS TO A BACKEND APPLICATION
- ACCESS TOKEN OBTAINED BY EXCHANGING CODE WITH CLIENT CREDENTIALS
- REFRESH TOKEN CAN BE USED WITH CLIENT CREDENTIALS

, @PhilippeDeRyck
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SCENARIO 3 — ALLOW LIVE INTERACTION ON BEHALF OF A USER

Retweeted by you

i Commmmmputer @jimmesta
Come early for the trainings and hang out with me for the day to talk all things Kubernete

s security! https://twitter.com/SecAppDev/status/1033988775712571397

Add to Queue v

y @PhilippeDeRyck
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THE IMPLICIT GRANT FLOW

o Request client authorization

e Authenticate yourself

RESOURCE
SERVER

CLIENT e Protected resource
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THE IMPLICIT GRANT FLOW
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RESOURCE

SERVER

o Start the delegation process

0 Authenticate the user

e Approve access delegation

o Load callback with access token

e Access protected resources

21



REQUESTING AN ACCESS TOKEN

1  https://twitter.example.com/auth

?response type=token

&client id=PragmaticWebSecurity

&scope=read write

&redirect uri=https://pragmatic../twittercallback.php
&state=sOwzojm2w8c23xzprkké6

o O & W DN

RESPONSE CONTAINING ACCESS TOKEN

1 https://pragmatic../twittercallback.php
#access token=eyJhb...0X4UeQ

&token type=bearer

&expires in=300
&state=sOwzojm2w8c23xzprkké6

O = WD

, @PhilippeDeRyck
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@) CLIENT CREDENTIALS GRANT

- DIRECT ACCESS BY THE CLIENT APPLICATION
- ACCESS TOKEN OBTAINED USING CLIENT CREDENTIALS

@ AUTHORIZATION CODE GRANT

- DELEGATED ACCESS TO A BACKEND APPLICATION
- ACCESS TOKEN OBTAINED BY EXCHANGING CODE WITH CLIENT CREDENTIALS
- REFRESH TOKEN CAN BE USED WITH CLIENT CREDENTIALS

@) IMPLICIT GRANT

- DELEGATED ACCESS TO A FRONTEND APPLICATION
- ACCESS TOKEN DIRECTLY OBTAINED THROUGH THE REDIRECT
- NOT SUPPOSED TO HAVE ACCESS TO REFRESH TOKENS

, @PhilippeDeRyck
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OAUTH 2.0

4

The resource server's perspective
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TO THE CLIENT, AN ACCESS TOKEN MIGHT
JUST AS WELL BE A DINOSAUR

, @PhilippeDeRyck



2YotnFZFEjrlzCsicMWpAA

eyJhbGciOiJSUzI1IN1J9.eyJzdWIi0iJqZG910GV4YW1lwbGUuY29tIiwi
Y¥YXVkIjoiaHROCHM6Ly9hcGkuZXhhbXBsZS5jb20iL.CThenAiOiJSY

W5kb21DbGl1bnRIJRCIsImlzcyI6ImhOdHBz0i8vYXV0aG9yaXphdGlvbn
NlcnZlci51eGFtcGx1LmNvbS8iLCJ1eHAiOjJEOMTkzNTYyMzgsIml

hdCI6MTQOxOTMIMDIzOCwic2NvcGU101JyZWFkIHdyaXRlIiwianRpIjoi
NDA1YjRkNGUtODUWMSOOZTFhLWExMzgtZWQ4NDU1Y20xZDQ3InO.
FCk3Wo8DnFEHb02JCd9BWAHQ48BBt3n2YLQV6TpLMpFVTRNCZJAA-

aEH4LrE70VejvGd7YWGDy2Vzb7x-Bpg7yMYxozUerCkMy F4Iw xctgE
J3WF_TTJFhISGNoWlFXspM5d9EQvVMvkOJxAovhEOHfXv5GCosGy-

0oT7ShQrwZLBIwWE9dOceUcmly42dvDZSsqHDIzPjrFzvpXwbZqq sRFnh

6MHlmmug7t1UCs85caoLhfSweaT0z7ED8P2Tsg HgmnaaeDapszG6Lcke
BglqYwbRHy6X6LAcJfAkkwAlqrUOVu4azsuE8BsSLPKMYzu9ZeCoH

dLHYdtz-IOyKQ

y @PhilippeDeRyck
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2YotnFZFEjrlzCsicMWpAA

eyJhbGciOiJSUzI1IN1J9.eyJzdWIi0iJqZG910GV4YW1lwbGUuY29tIiwi
Y¥YXVkIjoiaHROCHM6Ly9hcGkuZXhhbXBsZS5jb20iL.CThenAiOiJSY

W5kb21DbGl1bnRIJRCIsImlzcyI6ImhOdHBz0i8vYXV0aG9yaXphdGlvbn
NlcnZlci51eGFtcGx1LmNvbS8iLCJ1eHAiOjJEOMTkzNTYyMzgsIml

hdCI6MTQOxOTMIMDIzOCwic2NvcGU101JyZWFkIHdyaXRlIiwianRpIjoi
NDA1YjRkNGUtODUWMSOOZTFhLWExMzgtZWQ4NDU1Y20xZDQ3InO.
FCk3Wo8DnFEHb02JCd9BWAHQ48BBt3n2YLQV6TpLMpFVTRNCZJAA-

aEH4LrE70VejvGd7YWGDy2Vzb7x-Bpg7yMYxozUerCkMy F4Iw xctgE
J3WF_TTJFhISGNoWlFXspM5d9EQvVMvkOJxAovhEOHfXv5GCosGy-

0oT7ShQrwZLBIwWE9dOceUcmly42dvDZSsqHDIzPjrFzvpXwbZqq sRFnh

6MHlmmug7t1UCs85caoLhfSweaT0z7ED8P2Tsg HgmnaaeDapszG6Lcke
BglqYwbRHy6X6LAcJfAkkwAlqrUOVu4azsuE8BsSLPKMYzu9ZeCoH

dLHYdtz-IOyKQ

y @PhilippeDeRyck
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TOKEN INTROSPECTION FOR REFERENCE TOKENS

CLIENT

Access protected resource
with access token

e Exchange access token for stored claims

RESOURCE
SERVER

AUTHORIZATION

o Stored claims about the client
SERVER

o Access control decision
y @PhilippeDeRyck 30



TOKEN INTROSPECTION REQUEST

1 POST /token_info
Authorization: Bearer eyJhb...N2Rm
Host: twitter.example.com

token=2YotnFZFEjrlzCsicMWpAA
&token type hint=access token

o O & LW DN

TOKEN INTROSPECTION RESPONSE

1 {

2 "active": true

3 "client id": "PragmaticWebSecurity"”,
4 "sub": "Z503upPC880rAjx00dis"”

5 "exp": 1419356238,

6 "scope": "read write"

7}

, @PhilippeDeRyck



REFERENCE TOKENS

- AN IDENTIFIER POINTING TO METADATA KEPT BY THE AUTHORIZATION SERVER
- AUTHORIZATION SERVER RETAINS FULL CONTROL OVER THE METADATA
- REQUIRE A BACKCHANNEL REQUEST WHEN RECEIVED BY THE RESOURCE SERVER

- EASY TO REVOKE IF NEEDED

y @PhilippeDeRyck
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2YotnFZFEjrlzCsicMWpAA

eyJhbGciOiJSUZIINiJ9.eyJzdWIiOiJqZG910GV4YW1lwbGUUY29tIiwi
YXVkIjoiaHROCHM6Ly9hcGkuZXhhbXBsZS5jb20iLCJhenAi10iJSY

W5kb21DbGllbnRIJRCIsImlzcyI6ImhOdHBz0i8vYXV0aG9yaXphdGlvbn
NlcnZlci5leGFtcGx1lLmNvbS8iLCJ1leHALiO0jEOMTkzNTYyMzgsIml

hdCI6MTQOxXOTMIMDIZOCwic2NvcGUiOiJyZWFkIHdyaXRlIiwianRpIjoi
NDA1YjRkNGUtODUWMSOOZTFhLWExMzgtZWQ4NDU1Y20xZDQ3InO.
FCk3Wo8DnFEHb02JCd9BWAHQ48BBt3n2YLOQV6TpLMpFVTRNCZJAA-

aEH4LrE70VejvGd7YWGDy2Vzb7x-Bpg7yMYxozUerCkMy F4Iw xctgE
J3WF_TTJFhISGNoWlFXspM5d9EQvMvkOJxAovhEOHfXv5GCosGy-

0o0T7ShQrwZLBIwWE9dOceUcmly42dvDZSsqHDIzPjrFzvpXwbZqq sRFnh

6MHIlmmug7t1UCs85caoLhfSweaT0z7ED8P2Tsg HgmnaaeDapszG6Lcke
BglgYwbRHy6X6LAcJfAkkwAlgqrUOVu4azsuE8BSLPKMYzu9ZeCoH

dLHYdtz-I0yKQ

, @PhilippeDeRyck
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PAYLOAD: DATA

{

"sub”: "philippe@secappdev.org”,

‘aud”: "https://pragmaticwebsecurity.com”,

"azp": "PragmaticWebSecurity”,

"iss": "https://twitter.example.com/",

"exp”: 1419356238,

"iat": 1419350238,

"scope”: "read write",

"jti": "405b4d4e-8501-4e1a-a138-ed8455cd1d47"
}

, @PhilippeDeRyck



REFERENCE TOKENS

- AN IDENTIFIER POINTING TO METADATA KEPT BY THE AUTHORIZATION SERVER
- AUTHORIZATION SERVER RETAINS FULL CONTROL OVER THE METADATA

- REQUIRE A BACKCHANNEL REQUEST WHEN RECEIVED BY THE RESOURCE SERVER
- EASY TO REVOKE IF NEEDED

SELF-CONTAINED TOKENS

- THE TOKEN ITSELF CONTAINS THE METADATA USED BY THE AUTHORIZATION SERVER
- STORED ON THE CLIENT, SO OUT OF REACH FROM THE AUTHORIZATION SERVER

- CAN BE USED INDEPENDENTLY BY THE RESOURCE SERVER AFTER INTEGRITY CHECK
- HARD OR IMPOSSIBLE TO REVOKE

y @PhilippeDeRyck 35



scope=read write
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SCOPES AS USED BY THE SLACK API

B

Anvil will be able to connect to Acme Corp and...

OAuth Scope Associated Methods

channels:history channels.history channels.replies

channels:read channels.info channels.list

channels:write channels.archive channels.mark

Confirm your identity on Acme Corp. Change teams channels.create channels.rename
channels.invite channels.setPurpose

Send messages as Anvil. .. .

© channels.join channels.setTopic

channels.kick channels.unarchive

Access information about your public channels. @ . o
channels.leave conversations.join

Access content in your public channels. VAN

Anv!I will bfe able to access any messages and activity you can [ LTI F chat.delete chat.postMessage
see in public channels.

chat.postEphemeral chat.update

m Cancel chat :write:user chat.delete chat.postMessage
chat.meMessage chat.update
chat.postEphemeral

y @PhilippeDeRyck



SCOPES AS USED BY THE GOOGLE API

Google Analytics API, v3
https://www.googleapis.com/auth/analytics View and manage your Google Analytics data
https://www.googleapis.com/auth/analytics.edit Edit Google Analytics management entities
https://www.googleapis.com/auth/analytics.manage.users Manage Google Analytics Account users by email address

https://www.googleapis.com/auth/analytics.manage.users.readonly View Google Analytics user permissions

https://www.googleapis.com/auth/analytics.provision Create a new Google Analytics account along with its default
property and view

https://www.googleapis.com/auth/analytics.readonly View your Google Analytics data

https://www.googleapis.com/auth/analytics.user.deletion Manage Google Analytics user deletion requests

Analytics Reporting API, v4

https://www.googleapis.com/auth/analytics View and manage your Google Analytics data

https://www.googleapis.com/auth/analytics.readonly View your Google Analytics data

y @PhilippeDeRy
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OPENID CONNECT

4

Authentication with OAuth 2.0

@PhilippeDeRyck



PSEUDO-AUTHENTICATION WITH OAUTH 2.0

o Request client authorization

e Authenticate yourself

USER o Login credentials

Authorization code e

Redirect to o with client credentials
authenticate

Redirect with

authorization code /

How do you know if
the user was present?

Where do you get the
user info?

e Authorization code CLIENT

RESOURCE
SERVER




CONCEPTUAL OVERVIEW OF OPENID CONNECT

AUTHORIZATION
SERVER

Request identity information e
e Issue an identity token and access token

{}g o Authenticate user with identity token

USERINFO

e Access /UserInfo endpoint ENDPOINT

CLIENT

y @PhilippeDeRyck
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PAYLOAD: DATA

{
"jti": "18368e39-55a4-4438-862a-3eec111cce72",
"exp": 1535316231,
"“nbf": 8,
"iat": 1535389831,
"iss"
"https://keycloak.restograde.com/auth/realms/Restograde”,
"aud": "com.restograde.reviewer",
"sub": "eb88c689-5f33-43a2-b998-3518b58adbae”,
"typ": "ID",
"azp": "com.restograde.reviewer",
"nonce": "",
"auth_time": 1535388479,
"session_state": "55a83b93-fab7-4366-8869-eead9dfaff353",
"at_hash”: "iaTesTySud4X6VZT7a2ic-A",
"acr": "@8",
"email_verified": false,
“name"”": "Philippe De Ryck",
"preferred_username”: "philippe”,
“given_name": "Philippe”,
“family_name": "De Ryck",
"email”: "philippe@pragmaticwebsecurity.com”
}

43



THE OIDC IMPLICIT GRANT FLOW

o Request client authorization

e Authenticate yourself

AUTHORIZATION

USER e Login credentials SERVER

Request authentication
(response_type=id_token token)

CLIENT

e Access token and identity token

0 Authenticate user with identity token

e Access token

0 Protected resource

RESOURCE
SERVER

y @PhilippeDeRyck
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@) IMPLICIT GRANT

- IDENTITY TOKEN IS INTENDED FOR THE FRONTEND APPLICATION
- ALLOWS ESTABLISHING THE USER'S IDENTITY IN THE FRONTEND ONLY

, @PhilippeDeRyck
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THE OIDC AUTHORIZATION CODE GRANT FLOW

o Request client authorization

e Authenticate yourself

USER

Redirect to
request authentication
(response_type=code)

Authorization code e
with client credentials

Redirect with

AUTHORIZATION
SERVER

authorization code

/¢

CLIENT

@ Access token and identity token

4 @ Authenticate user with identity token

RESOURCE

@ Protected resource SERVER

46



@) IMPLICIT GRANT

- IDENTITY TOKEN IS INTENDED FOR THE FRONTEND APPLICATION
- ALLOWS ESTABLISHING THE USER'S IDENTITY IN THE FRONTEND ONLY

@ AUTHORIZATION CODE GRANT

- IDENTITY TOKEN IS INTENDED FOR THE BACKEND APPLICATION
- ALLOWS CONNECTING THE IDENTITY OF THE USER TO AN INTERNAL USER CONCEPT

, @PhilippeDeRyck
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THE OIDC HYBRID FLOW

o Request client authorization

e Authenticate yourself

AUTHORIZATION

USER o Login credentials SERVER

Redirect to

request authentication
(response_type=code
id_token)

Authorization code

BROWSER and identity token
y @Phil) Authenticate user with identity token o

Authorization code @ @ Access token
with client credentials
Redirect with

authorization code
and identity token

o Request authentication

RESOURCE
@ Protected resource SERVER

CLIENT

48



@) IMPLICIT GRANT

- IDENTITY TOKEN IS INTENDED FOR THE FRONTEND APPLICATION
- ALLOWS ESTABLISHING THE USER'S IDENTITY IN THE FRONTEND ONLY

@ AUTHORIZATION CODE GRANT

- IDENTITY TOKEN IS INTENDED FOR THE BACKEND APPLICATION
- ALLOWS CONNECTING THE IDENTITY OF THE USER TO AN INTERNAL USER CONCEPT

@ HyBRrID

- IDENTITY TOKEN IS INTENDED FOR THE BACKEND APPLICATION
- ALLOWS CONNECTING THE IDENTITY OF THE USER TO AN INTERNAL USER CONCEPT
- THE BACKEND MUST CHECK IF THE AUDIENCE OF THE TOKEN MATCHES ITS CLIENT ID

, @PhilippeDeRyck 49



OAUTH 2.0 OFFERS DELEGATION

OPENID CONNECT OFFERS AUTHENTICATION

y @PhilippeDeRyck
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