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Computers are Stupid;
But Humans are Smart
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Adversarial
Examples

Athalye et al. Synthesizing Robust Adversarial Examples, 2017. kiprotect.com



Poisoned
Data

Biggio et al. Poisoning Attacks to Compromise Face Templates, 2013
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Malicious 
Business
Interests
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Computers are Stupid,
Humans are Smart,
But Prone to Bias
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Ethical
Issues
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Privacy
Issues

Fredrikson et al. Model Inversion Attacks that Exploit 
Confidence Information and Basic Countermeasures, 2015 kiprotect.com



Model
Explanations

Ribeiro et al., “Why Should I Trust You?” Explaining the 
Predictions of Any Classifier. 2016
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How Can We Protect
“AI” From Itself, Clever

Humans and Human Biases?
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Protecting Model APIs

https://evademl.org 
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Protecting User Data
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Interdisciplinary & Social Collaboration

Source: Center for a New American Security (CNAS) kiprotect.com

https://www.youtube.com/channel/UCoooV8TQKY3Llh_Llcp9Asg


All Voices > Some Voices
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NIPS 2018 Paper Submissions (grouped by author employer)



Stupid Computer

Compounding Our Own Problems

I Thought It Would Help

 

A Haiku written by  Natural Intelligence
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Thank you!

7scientists GmbH
KIProtect

Bismarckstr. 10-12
10625 Berlin

Questions? I’d love to hear them!

Or reach out anytime:

info@kiprotect.com
@KIProtect (Twitter)
https://github.com/kiprotect

Katharine Jarmul
katharine@kiprotect.com 
@kjam (Twitter)

mailto:info@kiprotect.com
https://github.com/kiprotect
mailto:katharine@kiprotect.com


Slide References
- AI Religion: https://www.techbook.de/easylife/web/religion-kuenstliche-intelligenz-way-of-the-future 
- AI is the new Electricity: https://www.youtube.com/watch?v=fgbBtnCvcDI 
- Google Translate Fail: https://www.reddit.com/r/funny/comments/6c2n0n/the_german_language/ 
- Siri Fails: http://whysiriwhy.com / https://mashable.com 
- Adversarial Turtle Video: https://www.youtube.com/watch?v=YXy6oX1iNoA 
- Adversarial Turtle Paper: https://arxiv.org/abs/1707.07397 
- Poisoning Attack: https://pralab.diee.unica.it/sites/default/files/biggio-ICB2013.pdf 
- Cambridge Analytica Facebook Ads: 

https://www.buzzfeednews.com/article/craigsilverman/cambridge-analytica-says-they-won-the-election-f
or-trump 

- Latanya Sweeney paper on Boston Globe: 
https://www.bostonglobe.com/business/2013/02/06/harvard-professor-spots-web-search-bias/PtOgSh1i
vTZMfyEGj00X4I/story.html 

- Model Inversion Attack: https://www.cs.cmu.edu/~mfredrik/papers/fjr2015ccs.pdf 
- Membership Inference Attack: https://arxiv.org/pdf/1610.05820.pdf  
- Model Explanations (LIME): https://homes.cs.washington.edu/~marcotcr/blog/lime/ 
- XKCD: https://xkcd.com/538/ 
- Feature Squeezing: https://evademl.org/squeezing/ 
- KIProtect Whitepaper: Please reach out at: whitepaper@kiprotect.com 
- AI Safety Panel: https://www.youtube.com/watch?v=6sCKa5and1I 
- NIPS and ICML Statistics: 

https://medium.com/@karpathy/icml-accepted-papers-institution-stats-bad8d2943f5d and 
https://medium.com/machine-learning-in-practice/nips-accepted-papers-stats-26f124843aa0 
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