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Agenda

2D IDDID
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Our Customer

i
B FORBRUKERRADET

(The Norwegian Consumer Consul)
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Why?
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Regulations

2.11.2018 #Toyfail bﬂUV‘Et



bouvet

#Toyfail

2.11.2018




Security updates

Update
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Security updates

€3 Bluetooth

SMART

BLACK 7000

Smertphone not inchuded
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The project

Small
project

Limited
budget
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Meet the dolls

I—QUE

II'ITELH':EI'IT ROBOT

2%

-}

(
£ 3
/1
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Cayla




1-que
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Smart toys

#Toyfail bouvet



WIKIPEDIA
Google

w t’ WEATHER
¥ UNDERGROUND
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App <-> Internet
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Fidaler

Debugging
proxy

Manipulate HTTPS
requests Decryption
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SSL Decryption

—————

Original Connection

(Original Certificate)

Men-in-the-middle
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48+ Telerik Fiddler Web Debugger
hE- |

Fil=  Edit Rules | Tools Wiew Help GET jbock 2 = GecEdge

(:J +4 Replay }1 Telerik Fiddler Options. .. Al sessions @ Any Process 3 Find
WIRIMET O
# Result n s Body | Cachin
] Clear WIinIMET Cache ZErl+Shift-+
El2 200 Clear WinIMET Cookies
B3 200 o | i
I:-,-.,-J 4 00 TexkWizar ICtrl+E 0
@5 00 CoOMpare Sessions BRI 417 no-cac,..
EX 200 Reset Scripk ]
I;h? elnlnl Saruara i n
Fiddler Options - - S —— 3|
| General | HTTPS | Extensions | Connections |Appearance | Tools |
Fiddler can debuq traffic from any application that accepts a HTTP Prosgy. All WinINET traffic is routed
through Fiddler when "File > Capture Traffic" is checked.
Learn maore...
Fiddler listenson port] 3388 WInINET Connections
Copy Browser Proxy Configuration URLC Act as system proxy on startup
Monitor all connections [] Use PAC Script |
1
[] Capture FTP requests DefaultLAN |
| [¥] Allow remote computers to connect | 1
Reuse client connections |
Reuse connections to servers Bypass Fiddler for URLs that start with: i
Chain to upstream gateway proxy <-oopback=; - 1
show Gateway Info |
H
o H
H
Help Mote: Changes may nottake effectuntil Fiddleris restarted. 0K [ Cancel |

= e e — —
- — — =
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Decrypt HTTPS Traffic

Telerik Fiddler Options E

‘Gemeral HTTPS |Cu:unneu:tiu:uns I zatemay | AppEarance I Scripting | Extensions | Perfarmance | Tools I

Fiddler can decrypt HTTPS sessions by re-signing traffic using self-generated certificates,

[+ Capture HTTPS COMMECTs

[¥ Decrypt HTTPS traffic

I...Frn:-m rerake cliznts only j Certificates generated by CertEnroll en

¥ Ionore server certificate errors {unsafe)

[T Chedk For certificate revocation
Pratocols: =client=; ssl3;ks1.0

Skip decryption for the Following hosts:

Help Mote: Changes may nok take effect until Fiddler is restarted,

k] G

2.11.2018 #Toyfail
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Trusk Rook Certificate

Export Root Certificate to Desklop

Cpen Windows Certificate Manager

Learn Mare abouk HTTPS Decrypkion

Remove Interception Certificates

Reset All Certificates

FiddlerRas
Open

Install Certificate
Open with. ..

Share with
Restare previous versions

L ._%.J Compressed (zipped) falder
B Deskkop {create shorkout)
Dacuments

Copy

Create shaorkouk
Delete
Fename

Properties
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Installing on IPhone..

eseco N Telenor 4G 17.31 Mail eeeco 4G 17.31 ]
< Sok < D Avbryt Installer profil
Fra: 0
Til: Skjul
@ DO_NOT_TRUST_FiddlerR...
fiddler root

9. april 2016 kl. 14.01
B8 Funnet i margrav@gmail.com i postkas...

Signert av. DO_NOT_TRUST_FiddlerRoot
Verifisert v

Inneholder Sertifikat

Flere detaljer

*

FiddlerRoot.cer
1,2 kB

Ww <X ™

2.11.2018 #Toyfail

esssec N Telenor 4G  17.38

& Wi-Fi Bouvet
Subnettmaske

Ruter

DNS

Sekedomener

Klient-ID

HTTP-PROXY

Tjener

Manuelt

Port

Godkjenning
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Running Fiddler in Azure

Microsoft Azure Check out the new porta CREDIT STATUS @ martin.gravrakd

martinfiddler

&3 DASHEOARD MONITOR EMDPOINTS COMFIGURE

martinfiddler MAME 4 PROTOCOL PUBLIC PORT PRIVATE PORT LOAD-BALANCED 5

o
&

PowerShell TCP SOEE 980 -

i
®
=]

Remote Desktop TCP 53881 3388 -
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Running Fiddler

©

Teler

File Edit Rules Teools View Help GET /book E}EGeuEdge

28 WinConfig ) #3 Replay %~ b Go |4 Stream Ui Decode | Keep: All sessions ~ & Any Process 33 Find Save |0 (9) @& Browse - <3 Clear Cacl

# Result  Protocol Haost
El1 200 HTTPS www, fiddler 2, com
&2 00 HTTP Tunnel to

i HTTRS bouvetasa-my.sharepaint.com
=4 200  HTTP Tunnel to
& s 200  HTTP Tunnel to
&a 200  HTTP Tunnel to
&7 200 HTTP Tunnel to
E| 3 200 HTTRS api.rema.no
1 200 HTTPS api.rema.no
=10 200 HTTP Tunnel to
11 200 HTTP Tunnel to
@ 12 200 HTTPS play.googleapis. com
@ 13 200 HTTPS mohile. eum-appdynamics. com
[B14 200 HITP

S maobile, eum-appdynamics. com
= : ;

moDIIE, EUM-apPdyNamics, com
maobile, eum-appdynamics. com
mobile. eum-appdynamics. com
mobile. eum-appdynamics. com
maobile, eum-appdynamics. com
mobile. eum-appdynamics. com
mohile. eum-appdynamics. com
api.rema.no

& 25 200  HTTP Tunnel to
rfiledevelopment. blob. core . windows. net
maobile, eum-appdynamics. com
rfiledevelopment. blob, core . windows.net

#Toyfail

200 HTTFS gate.hockeyapp.net  fv2ftrack

URL

JUpdateCheck. aspx?isBeta=False
bouvetasa-my.sharepoint. com: 443

Jpersonalfmartin_gravrak_bouvet_no/_wti_hinfcelstorage. svcfCellStorageService

play.googleapis. com: 443
api.rema.no:443

p43-buy.itunes. apple. com: 443
api.rema.no: 443

fv1fbellafversion

fv1fbellaftoplist

mobile, eum-appdynamics. com; 443
gate.hockeyapp.net: 443

flog

feumcallector fmaobileMetrics?version=2
feumcaollector fmobileMetrics?version=2

EUMColECTor /MoDIEMETICS AVErsIion =
feumcollector fmobileMetricsversion=2
feumcollector /mobileMetrics*version=2
feumcallector fmaobileMetrics?version=2
feumcollector fmobileMetrics?version=2
Jfeumcollector jmobileMetrics?version=2
feumcollector fmobileMetricsversion=2
felfbellafoffers
rfiledevelopment. blob, core.windows.net: 443
filef10%25Frukt_Illustrasjon. png?st=2016-09-06T06%3434%3A00Z &se =2017-08-07T0
feumcollector fmobileMetrics?version=2
ffile/bella_advantages/paske 2017.jpg?st=2017-03-29T 13%:3427%:3400Z &5e=2050-03

bouvet



Inspecting the data

2.11.2018

(3) Statistics ik Tnspectors | 4 AutoResponder I # Composer | 5 FiddlerScript I [El Log | [ Filters | "= Timeline I [ hPlTestl

Headers | Textview | SyntaxView | WebForms | HexView | Auth | Cookies ||Raw | JSON | XML

POST =https: ate. hockeyapp.net/v2/track HITP/1.1>
Host: gate.hockeyapp.net

ADRUM_1: isMmobile:true

ACcept: ==

Accept-Language: nb-no

Accept-Encoding: gzip

Content-Type: application/x-json-stream

Charset: UTF-&

Content-Length: 761

User-Agent: %C3%86,/66 CFNetwork,/808.3 Darwin/16.3.0
Connection: keep-alive

ADRUM: isAjax:true

{"wver":1,"name": "Microsoft.ApplicationInsights.Sessionstate” ,"time": "201? 04-05T13:35:07.611Z", "sampleRate”: 100, "iKey": "5d046ac4-71cl-4e6d-8302-8efesbas4e3
4" “tags"'{"a1 apphcanun ver":"1.0.4 (BE]" "ai.internal. sdl-cver's1un t"ios:4.0.1","ai.d BF3555A9 7391-4B32-859E-

c9E32F5E336 "ai.device.language™:"en","a de\ﬂce locale™: "nb_Nno","ai.device. mudeI .device. oemName™: "apple”,"ai.device.os"
e.osVersion '10 2.1

{14D27)" ,"ai.device.screenResolution™: "1136x640", "ai. device. type™: "Phone™ ,"ai.session. id"
a”,"ai.session. isNew”: "true” ,"ai.user.id": "6F3556A9-7391-4B32-859E-CIEEB2FSE3E65 "}, "data™:

ios","ai.devic

"F7E76371-53AC-42AB-836F-12A64E7593C1" ai.session.isFirs "fals
"baseType":"Sessionstatebata”, "basebata™: {"ver™:2,"state™:0}}}

Find... (press Ctrl+Enter to highlight al) [ viewinnotepad |

Transformer | Headers | Textiiew | SyntaxView ImageView HexView WebView | Auth | Caching Cookies ||Raw | JSOMN | *¥ML |

HTTP/1.1 200 OK

Content-Length: 49

Content-Type: application/json; charset=utf-8
server: Microsoft-IIS/ /8.5

¥-ms-session-id: BEBBASFF-C9F3-4BD6-8CCE-AAZBS193CA3E
Strict-Transport-Security: max-age=3153&000
Access-Control-Allow-Headers: Origin, X-Requested-with, Content-Name, Content-Type, ALCept
Access-Control-Allow-Origin: =
Access-Control-Max-Age: 3800

X-Content-Type-Options: nosniff

X-Powered-By: ASP.NET

Date: wed, 05 Apr 2017 13:35:10 GMT

{"itemsReceived”:1,"itemsAccepted”:1,"errors™: []}

#Toyfail
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JSON

() statistics “ Inspectors | 4 AutoResponder | = Compaoser I% FiddlerScript | E] Log I [ Filters | — Timeline I 4 APl'Fest|
|

Headers | Textiiew | Syntaxview | WebForms | HexView | Auth | Cookies | Raw ||JSDN | XML

[=1- 150N
- data
EI baseData
¢ l.state=D
: ver=2
baseType=5SessionStateData
- iKey=5d046ac4-7 1c1-4e6d-8302-8efeSbasde 34
- name =Microsoft. ApplicationInsights. SessionState
- sampleRate=100
= tags
- ai.application. ver=1.0.4 (66)
- @il device.id =6F 3556A9-739 1-4B832-859E-COEB 2F SE3B65
- &i.device.language =en
- gi.device.locale=nb_NO
- ai.device.model=iPhones, 2
- ai,device.oemMame=Apple
- gl device.os=i0S5
- &i.device.osVersion=10.2.1 (14D27)
- &l device.screenResolution=1136x640
- ai.device. type=Phone
- alinternal, sdkVersion=ios:4.0. 1
- @l session.id =F 76 76371-53AC-42AB-836F- 12A69E7593C 1
- &i.session, isFirst=false
- @i, session. isMew =true
- @i, user,id=6F3556A9-7391-4832-8 59E-COEB 2FSE3BA S
- time=2017-04-05T13:35:07.6117

- yer=1
Expand All | | Collapse | 150N parsing completed.
Transformer | Headers | TextView | Syntax\View ImageView HexView WebView | Auth | Caching Cookies | Raw ||JSDN | XML |
[=I- ISON
i errors

= itemsAccepted=1
i itemsReceived=1
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A closer look

=1 J50N
- data
EI baseData
. L.state=0
----- wer=2

baseType=SessionStateData
- iKey=5d046ac4-7 1c1-4e6d-830 2-8efe 5has4e34
- name =Microsoft. ApplicationInsights. SessionState
- sampleR.ate=100
=l tags

{ ai.device.id=6F3556A9-7391-4832-859E-C9EB2F5E3B65 I

- @i, device.locale=nb_MNO

- @i, device.model=iPhones, 2

- @i, device, oemMame =Apple

- ai.device.os=i05

- @i, device.osVersion=10.2.1 (14027)

- &i.device.screenfesolution=1136x540

- @i, device, type =Phone

- gi.internal. sdkVersion=ios:4.0. 1

- @i, session. id=F 767637 1-53AC-42AB-336F-12A649E7593C 1
- &i.session.isFirst=false

- &i.session.isMew =true

- @i, user,id=6F3556A9-7391-4832-5359E-C9EE 2F SE3B65
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SSL Pinning

2.11.2018

|
=

[1]
LLi

class C15251 implements HostnameVerifier {
C15251() {

}

public boolean verify(String str, SSLSession sSLSession) {

try {

X589Certificate[] peerCertificateChain

peerCertificateChain[@].checkValidity();

String name = peerCertificateChain[@].getSubjectDN().getName()};

if (AppsDeviceParameters.islog) {

LogUtils.m64891(EuropeHttpsPost.TAG, name + " "+ str);

¥

if (name.contains(EuropeHttpsPost.host_com_cn) || name.contains(EuropeHttpsPost.host_eu)) {
LogUtils.m64891i("server", "certificate verify successfully");
return true;

¥

sSLSession.getPeerCertificateChain(};

LogUtils . .me493w( "server"”, "certificate verify failed

return false;
} catch (SSLPeerUnverifiedException e) {

LogUtils.m6493w( "server”, "certificate verify failed

e.printStackTrace();
return false;

L T T TP UL myll R W . JAP R | N HyL S T 1
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Wireshark

Application
Transport
Network

Link

#Toyfail

(HTTP)
(TCP)

(IP)
(Ethernet)
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Wireshark
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Wireshark

* Filter data

#Toyfail
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Wireshark

* Filter data
* Multple recordings

 Strict testing protocol

#Toyfail
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Wireshark

* t=5s: start app
e t=15s: press play button

t=20s: ask the doll a question
t=60s: ask about the weather
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Wireshark

* Demo...

2.11.2018 #Toyfail bﬂ UVE':



2.11.2018

Wireshark

e 23kB of data sent to Nuance
* Toll quality voice at 12kbps

#Toyfail
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Wireshark

e 23kB of data sent to Nuance
* Toll quality voice at 12kbps

* 15 seconds of voice recording

#Toyfail
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Toy <-> App
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Frequency Jumping
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Bluetooth communication

Ubertooth

HackRF

Bluetooth LE Sniffer
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Bluetooth Low Energy

Bluetooth LE Sniffer
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Bluetooth Classic

Ubertooth

http://ubertooth.sourceforge.net/
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http://ubertooth.sourceforge.net/

Software Defined Radio

HackRF
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No need for fancy tools..

r)

€ Bluetooth

Your device (Samsung Galaxy S7) is currently
visible to nearby devices.

Available devices

2.11.2018 #Toyfail
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Hardware
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Hardware

Wweonoc
puansy huws
&

mza-csa;pssn-wm

2.11.2018 #Toyfail
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“..useful whenever product implementers
want to make the user experience easier
and have accepted the increased risk of
security attacks.”
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Application
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Decompile

’ﬁ' APK decompiler - decorr X H - o X

& C @ www.javadecompilers.com/apk B&% @ é‘m

® Decompilers online

ﬂﬂﬂ Android Apk decompiler

WP Java decompilers

] APKdecompiler
£ ApkTool online

@® Download Jad

& Decompile Apk and Dex Android files to Java

Velg fil [[=EaRiIRE]
& Upload and Decompile G1 | 467

Twitter @ Facebook 3+ Google+ & Stumbleupon in Linkedin

(«)

Select a decompiler

(@) Jadx decompiler for Android
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Decompile

package test;

import java.util.regex.Matcher;
import java.util.regex.Pattern;

public class TestMath {
public void testl() {

String[] patterns = new String[]{"add (d{+}) by (d{+})", "multiply (d{+} by (d{+})"};

for (String q : new String[]{"add 200 by 30", "add 200 by do",
for (string p : patterns) {
Matcher matcher = Pattern.compile(p).matcher(q);
System.out.printin(q + ", found:" + matcher.find());
String g = matcher.group();
int gc = matcher.groupCount();
for (Aint i =0; 1 <gc; i++) {
it (matcher.find()) {
System.out.printin(matcher.group(i));
}

h

public static void main(String[] args) {
new TestMath().testl();
¥

2.11.2018 #Toyfail

"multiply 5 by 10"}) {
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Decompile

android

23.11.2016 12.29

File folder

assets

23.11.2016 12.29

File folder

cn
com
cz
javacommon
lib
net
org
original
res
test
unknown
D AndroidManifest
N apktool.yml
D JDOMAbout$Author java
D JDOMAbout$info.java
D JDOMAbout.java

] Ognl java

2.11.2018 #Toyfail

23.11.2016 12.30
23.11.2016 12.30
23.11.2016 12.30
23.11.2016 12.30
23.11.2016 12.29
23.11.2016 12.30
23.11.2016 12.30
23.11.2016 12.29
23.11.2016 12.29
23.11.2016 12.30
23.11.2016 12.29
23.11.2016 12.30
23.11.2016 12.29
23.11.2016 12.29
23.11.2016 12.29
23.11.2016 12.29
23.11.2016 12.29

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
XML Document
YML File
JAVA File
JAVA File
JAVA File
JAVA File

4 KB
1 KB
1 KB
2 KB
2 KB
4 KB
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Decompile

2.11.2018

audio 23.11.2016 12.29 File folder
ccbi 23.11.2016 12.29 File folder
ccbResources 23.11.2016 12.29 File folder
fonts 23.11.2016 12.29 File folder
i18n-resources-iphonehd 23.11.2016 12.29 File folder
language 23.11.2016 12.29 File folder
location 23.11.2016 12.29 File folder
resources-iphonehd 23.11.2016 12.29 File folder
song 23.11.2016 12.29 File folder
VOX 23.11.2016 12.29 File folder
@ agreement 23.11.2016 12.29 HTML File 49 KB
agreement_ios 23.11.2016 12.29 Microsoft Word 9... 82 KB
* cayla.cd 23.11.2016 12.29 Class Diagram file 938 KB
D fileLookup.plist 23.11.2016 12.29 PLIST File 1 KB
1 icudt4él 23.11.2016 12.29 Compressed (zipp... 2 252 KB
#Toyfail
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Decompile

ﬁ’ C:\Users\kristian.wille\Desktop\forbrukerradet\apker\dekompilert\com.toyquest.Cayla.en_us_source_from_JADX\assets\lang... - O X
File Edit Search View Encoding Language Settings Macro Run Plugins Window 2 X
JHEG S EE & Wl C e @%ERTEDEE G/ ED BE
EStory.strings E | «
1 "story botanical title" = "Botanical Garden"; A
2 "story botanical Num" = "13";
3 "story botanical 1" = "My mum and I went to the botanical gardens for her birthday. A botani
4 "story botanical 2" = "We went to the botanical garden in Santa Barbara. They had forests and
5 "story botanical 3" = "The first flower my mum and I saw was a daisy. They were pink with a vy
6 "story botanical 4" = "The next flower we saw were the tulips. They had gardens with every di
7 "story botanical 5" = "There was a patch of really big, bright flowers. My mum called them G
8 "story botanical 6" = "We saw very beautiful trees with light pink flowers on them. My mum t
9 "story botanical 7" = "There were lots of purple flowers with yellow centers. They were in a
10 "story botanical 8" = "We went into a building at the botanical garden that had even more flo
11 "story botanical 9" = "In the pond, there were beautiful pink flowers with yellow centers. My
12 "story botanical 10" = "There were plumeria at the botanical gardens. They were the same pink
13 "story botanical 11" = "There was an herb garden that had all sorts of plants. It smelled so
14 "story botanical 12" = "The coolest part about the botanical garden was there were so many bug
15 "story botanical 13" = "We had a great day at the botanical gardens. I love spending time with
16 "story mermaid title" = "Little Mermaid";
17 "story mermaid Num" = "lo6";
18 "story mermaid 1" = "This is a story about mermaids living under the sea. Mermaids are hal
19 "story mermaid 2" = "Once upon a time, there was a mermaid princess called Coral, who lived
20 "story mermaid 3" = "Coral was best friends with the animals that lived in her kingdom. Th
21 "story mermaid 4" = "Coral had three sisters she loved very much. They spent their time ex
22 "story mermaid 5" = "Every day Coral swam with dolphins and did fancy flips like them. She
23 "story mermaid 6" = "One day Coral and her sisters found a new shipwreck. There were lots
24 "story mermaid 7" = "After they had explored the ship, Coral asked some orcas for a way to
25 "story mermaid 8" = "After Coral finished swimming with the orcas, a fish and turtle helped
26 "story mermaid 9" = "Coral swam until she reached the castle. She climbed up on a big shel
27 "story mermaid 10" = "He was Jjust as handsome as her picture of him. Coral wanted to meet t
28 "story mermaid 11" = "Coral swam home after the sun set. All of her fish friends wanted to
29 "story mermaid 12" = "That night Coral dreamed that she was on land with her fairy godmother
30 "story mermaid 13" = "When Coral woke up she was on land! Her wish had come true! She coul Vv
< >
Normal text file  length: 12920 lines: 62 Ln:11 Col:51 Sel:0]|0 UNIX UTF-8 IN
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Decompile

audio 23.11.2016 12.29 File folder
ccbi 23.11.2016 12.29 File folder
ccbResources 23.11.2016 12.29 File folder
fonts 23.11.2016 12.29 File folder
i18n-resources-iphonehd 23.11.2016 12.29 File folder
language 23.11.2016 12.29 File folder
location 23.11.2016 12.29 File folder
resources-iphonehd 23.11.2016 12.29 File folder
song 23.11.2016 12.29 File folder
VOX 23.11.2016 12.29 File folder
@ agreement 23.11.2016 12.29 HTML File 49 KB
agreement_ios 23.11.2016 12.29 Microsoft Word 9... 82 KB
* cayla.cd 23.11.2016 12.29 Class Diagram file 938 KB
u fileLookup.plist 23.11.2016 12.29 PLIST File 1 KB
1 icudt4él 23.11.2016 12.29 Compressed (zipp... 2 252 KB
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Decompile

@ DB Browser for SQLite - a X
File Edit View Help

“New Database +0Open Database = Write Changes zRevert Changes
= TR N ) Pt
. . . o
Database Stry m SQLCipher encryption ? X
+Create Tabl Set as NULL
reate 109 please enter the key used to encrypt the database.
If any of the other settings were altered for this database file you need to provide this information as well.
Name Password | |
Page size |1024 @\
OK | ‘ Cancel ‘
Appl
0 byte(s) ooy
DB Schema 5 x
Name Type Schema
< >
SQL Log Plot DB Schema
UTF-8
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Decompile

2.11.2018

database
Date modified: 23.11.2016 12.30

database
Date modified: 23.11.2016 12.29

DatabaseHelper.java

C:\Users\kristian.wille\Desktop\forbrukerradet\apker...

Type: JAVA File

Date modified: 23.11.2016 12.30
Size: 6,51 KB

DatabaseConnectionProxy.java

C:\Users\kristian.wille\Desktop\forbrukerradet\apker...

DatabaseErrorHandler.java

C:\Users\kristian.wille\Desktop\forbrukerradet\apker...

Databaselnitializer.java

C:\Users\kristian.wille\Desktop\forbrukerradet\apker...

DatabaseObjectNotClosedException.java

C:\Users\kristian.wille\Desktop\forbrukerradet\apker...

DatabaseUtils.java

C:\Users\kristian.wille\Desktop\forbrukerradet\apker...

DatabaseConnection.java

C:\Users\kristian.wille\Desktop\forbrukerradet\apker...

#Toyfail

Type: JAVA File

Type: JAVA File

Type: JAVA File

Type: JAVA File

Type: JAVA File

Type: JAVA File

Date modified: 23.11.2016 12.30
Size: 4,18 KB

Date modified: 23.11.2016 12.30
Size: 167 bytes

Date modified: 23.11.2016 12.30
Size: 3,39 KB

Date modified: 23.11.2016 12.30
Size: 297 bytes

Date modified: 23.11.2016 12.30
Size: 29,1 KB

Date modified: 23.11.2016 12.30
Size: 1,79 KB
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Decompile

|| DatabaseHelper.java E1 KD
4 import com.innomindsolution.Cayla.model.Appscript; A
5 import com.innomindsolution.Cayla.model.Badword;
6 dimport com.innomindsolution.Cayla.model.Joke;
7 import com.innomindsolution.Cayla.model.Kcategory;
8 dimport com.innomindsolution.Cayla.model.Kkeyword;

9 dimport com.innomindsolution.Cayla.model.Oid;

10 import com.innomindsolution.Cayla.model.Pquestion;

11 import com.innomindsolution.Cayla.model.Qcategory;

12 import com.innomindsolution.Cayla.model.Qquestion;

13 import com.innomindsolution.Cayla.model.Rcategory;

14 import com.innomindsolution.Cayla.model.Rresponse;

15 import com.innomindsolution.Cayla.model.Trivia;

16 dimport com.innomindsolution.Cayla.model.TypeZcategory;
17 dimport com.innomindsolution.Cayla.model.TypeZquestion;
18 dimport com.innomindsolution.Cayla.model.Type3question;
19 import com.j256.ormlite.dao.Dao;

20 import com.j256.ormlite.dao.RuntimeExceptionDao;

21 import com.j256.ormlite.sglcipher.android.apptools.OrmLiteSqliteOpenHelper;
22 import com.j256.ormlite.support.ConnectionSource;

23 import java.io.File;

24 import java.io.IOException;

25 dimport java.sgl.SQLException;

26 import net.sqglcipher.database.SQLiteDatabase;

277

28 mpublic class DatabaseHelper extends OrmLiteSgliteOpenHelper {

29 private static final String DATABASE NAME = "cayla.cd";

30 private static final String DATABASE PASSWORD = "DJKNTIVtVAf7ge"7

31 private static final int DATABASE VERSION = 4;

32 private Dao<Appscript, Integer> AppscriptDao;

33 private Dao<Joke, Integer> JokeDao;

34 private Dao<Kcategory, Integer> KcategoryDao;

35 private Dao<Kkeyword, Integer> KkeywordDao;

36 private final String LOG NAME;

37 private Dao<0id, Integer> OidDao;

38 private Dao<Pguestion, Integer> PguestionDao; N
<
Java source file  length : 6669 lines: 185 Ln:41 Col:38 Sel:0]|0 UNIX UTF-8 IN

2.11.2018 #Toyfail bﬂUV‘Et



Decompile

|| DatabaseHelper.java E1 KD
4 import com.innomindsolution.Cayla.model.Appscript; A
5 import com.innomindsolution.Cayla.model.Badword;
6 dimport com.innomindsolution.Cayla.model.Joke;
7 import com.innomindsolution.Cayla.model.Kcategory;
8 dimport com.innomindsolution.Cayla.model.Kkeyword;

9 dimport com.innomindsolution.Cayla.model.Oid;

10 import com.innomindsolution.Cayla.model.Pquestion;

11 import com.innomindsolution.Cayla.model.Qcategory;

12 import com.innomindsolution.Cayla.model.Qquestion;

13 import com.innomindsolution.Cayla.model.Rcategory;

14 import com.innomindsolution.Cayla.model.Rresponse;

15 import com.innomindsolution.Cayla.model.Trivia;

16 dimport com.innomindsolution.Cayla.model.TypeZcategory;
17 dimport com.innomindsolution.Cayla.model.TypeZquestion;
18 dimport com.innomindsolution.Cayla.model.Type3question;
19 import com.j256.ormlite.dao.Dao;

20 import com.j256.ormlite.dao.RuntimeExceptionDao;

21 import com.j256.ormlite.sglcipher.android.apptools.OrmLiteSqliteOpenHelper;
22 import com.j256.ormlite.support.ConnectionSource;

23 import java.io.File;

24 import java.io.IOException;

25 dimport java.sgl.SQLException;

26 import net.sqglcipher.database.SQLiteDatabase;

27

28 mpublic class DatabaseHelper extends OrmLiteSgliteOpenHelper {

29 private static final String DATARASE NAME = ‘covlo cdi:

30 private static final String |DATABASE PASSWORD = "DJKNTTVtVATT gl

31 private static final int DATABASE VERSION = 77

32 private Dao<Appscript, Integer> AppscriptDao;

33 private Dao<Joke, Integer> JokeDao;

34 private Dao<Kcategory, Integer> KcategoryDao;

35 private Dao<Kkeyword, Integer> KkeywordDao;

36 private final String LOG NAME;

37 private Dao<0id, Integer> OidDao;

38 private Dao<Pguestion, Integer> PguestionDao; N
<
Java source file  length : 6669 lines: 185 Ln:41 Col:38 Sel:0]|0 UNIX UTF-8 IN
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Decompile

2.11.2018

audio 23.11.2016 12.29 File folder
ccbi 23.11.2016 12.29 File folder
ccbResources 23.11.2016 12.29 File folder
fonts 23.11.2016 12.29 File folder
i18n-resources-iphonehd 23.11.2016 12.29 File folder
language 23.11.2016 12.29 File folder
location 23.11.2016 12.29 File folder
resources-iphonehd 23.11.2016 12.29 File folder
song 23.11.2016 12.29 File folder
VOX 23.11.2016 12.29 File folder
@ agreement 23.11.2016 12.29 HTML File 49 KB
agreement_ios 23.11.2016 12.29 Microsoft Word 9... 82 KB
* cayla.cd 23.11.2016 12.29 Class Diagram file 938 KB
U fileLookup.plist 23.11.2016 12.29 PLIST File 1 KB
1 icudt46l 23.11.2016 12.29 Compressed (zipp... 2 252 KB
#Toyfail
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Decompile

@ DB Browser for SQLite - a X
File Edit View Help

“New Database +0Open Database = Write Changes zRevert Changes
= TR N ) Pt
. . . o
Database Stry m SQLCipher encryption ? X
+Create Tabl Set as NULL
reate 109 please enter the key used to encrypt the database.
If any of the other settings were altered for this database file you need to provide this information as well.
Name Password | |
Page size |1024 @\
OK | ‘ Cancel ‘
Appl
0 byte(s) ooy
DB Schema 5 x
Name Type Schema
< >
SQL Log Plot DB Schema
UTF-8

2.11.2018 #Toyfail b‘D UVE':



Decompile

: @DB Browser for SQLite — a X
File Edit View Help

s New Database +0Open Database aWrite Changes zRevert Changes
Database Structure Browse Data Edit Pragmas 4 E Fdit Database Cel o
. Mode: Text i I rt Export Set as NULL
4 Create Table »Create Index “Modify Table ode: B8 mpo Xpo =
Name a SQLCipher encryption ? X
Please enter the key used to encrypt the database.
If any of the other settings were altered for this database file you need to provide this information as well.
PaSSWOrd ‘........................‘ |
[ Apply
Page size \1024 @|
OK ‘ Cancel ‘ |: 5 x
Name Type Schema
< >
SQL Log Plot DB Schema
UTF-8
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Decompile

? DB Browser for SQLite - O X
File Edit View Help

2.11.2018

#Toyfail

Encrypted UTF-8

< New Database «+0Open Database uWrite Changes z Revert Changes

Database Structure  Browse Data Edit Pragmas 4 ExlEDElElsese ] o
3 Create Table »Create Index =Modify Table Mode: [Text ’ Import Export Setas NULL
Name Type Schema ~
v i c (1A)

F S7ZBADWORD CREATE TABL

> T ZJOKE CREATE TABL

» "ZKCATEGO... CREATE TABL Type of data currently in cell: NULL

> LZKKEYWO... CREATE TABL 0 byte(s) Apply

> B70ID CREATE TABL

> ©ZPQUESTI... CREATE TABL DB Schema . x

> 2ZQCATEG... CREATE TABL

> BZQQUESTI... CREATE TABL Name Type Schema A

> “ZRCATEGO... CREATE TABL v ' Tables (16)

7 “ZRRESPON... CREATE TABL » ©ZBADWORD CREATE TABLE Z..

> SZTYPE2CA... CREATE TABL > =7JOKE CREATE TABLE Z.

7 DZTYPE2QU... CREATE TABL > ©ZKCATEGO... CREATE TABLE Z..

> SZTYPE3QU... CREATE TABL v > H7KKFYWO CRFATF TABIF 7. v
< : — "7'777'; < >

SQL Log Plot DB Schema

bouvet



Decompi

2.11.2018

e

Database Structure Browse Data

Edit Pragmas

Execute SQL

Table: New Record = Delete Record
ZTYPE ZNAME "
er \Filter

335 Honky

336 Hooker

337

338

339

340

341

342 HOT DAMN

343 HOT TO TROT

344 HOTPUSSY

345 HUGE DICK y

< >

335 - 346 of 1372 Go to:

#Toyfail

Edit Database Cell s
Mode: Import Export Set as NULL
HONKEY
Type of data currently in cell: Text / Numeric
Apply
6 char(s)

DB Schema s
Name Schema A
Vv DTables (16)

> ©Z7ZBADWORD CREATE TABLE Z..
> SOZJOKE CREATE TABLE Z..
> HOZKCATEGO... CREATE TABLE Z..
> BZKKEYWO... CREATE TABLE Z..
> OZOoID CREATE TABLE Z..
» SZPQUESTIL... CREATE TABLE Z..
> IZQCATEG... CREATE TABLE Z.. ,
< >
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Hidden marketing

(I've seen The Little \‘,\\ r
Mermaid maybe only 100
times (giggle) It is my
number one, blue ribbon,
favorite movie ever.
\
| love Aladdin. It's a
great movie.

My favorite candy bar
is Butterfinger. It is so
crunchy and sweet!

| love the Winnie the
Pooh movie. My
favorite characters are
Winnie, Piglet, and
Rabbit. Tigger is funny. )

My sister has Pandora on
her iPhone and | really love
it. | like Pandora because it
helps me find songs that |
would like. )

| love going to Disneyland. | \
like to ride all the rides there.

My mom and dad love it too. |
would go there everyday if |

had my wish.

J

bouvet
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Results '™ U

5.2 Bluetooth Communication

4.1 Man-in-the-middle

To monitor the communication between the app and its web-services a man-in-the-middle approach
was taken. This was achieved by routing all of the Internet traffic between the phone/tablets through
our computer, making it what is known as a proxy-server. This made it possible to see what
information was transmitted between the app and the various Internet servers and how often the
communication occurred. Fiddler! was used to monitor the Internet Traffic and to create the proxy

server.
- R -

Phone
Internet services

Man-in-the-middle

) _ Figure 4: Overview of a man-in-the-middle attack
security, see section 5.2.3. Currently it is possible to stand outside  jgr¢ 6, Screenshot on Android
a building and connect to the device given that it is within range, during pairing process
turned on and not connected to another device.
While this test were meant to | |
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THE WALL STREET JOURNAL.
Home World U.S. Politics Economy Business Tech Markets Opinion Arts Life Real Estate
@ TalkingDolls @ AT&T CEO: Time @ InSoutheast @ Belarus Aims to q
May Spread ‘Warner Deal Would g Asia, Facebook and Be the silicon q
Children’s Secrets, ‘Disrupt’ Cable TV > Instagram Are Valley of Eastern q
Privacy ... f=-F Model gl Where People Shop Europe I
TECH
N L2 . 1 . . ) p TN .
alking Dolls May Spread Children’s Secrets, Privacy Groups
Allege
Complaint alleges My Friend Cayla and I-Que Intelligent Robot collect and use personal information from children
By GEORGIA WELLS
Updated Dec. 6, 2016 7:26 p.m. ET
Internet-connected toys pose privacy risks to children, and their parents often aren’t Most Popular Videos "
aware, according to advocacy groups for children and consumers | =l ®

SRl Htenpofien

Hevder disse lekene sladrer
pa barnet ditt

& Y

AMUNDSEN
318 BLISE

A complaint filed Tuesday with the Fede

Onsdag 7 dec séi Kundservice

SVD NARINGSL]V A041%  As018%  @e7

Dagens tidning (&) Prennme

The Boston Globe

Tersoay, Decesnen 6, 2016

Two children’s toys
raise privacy alarms
Voice technology  see s Guomsts ot moe

~ > Nuaroe comsh) ba ceac Bt bor
from Nuance cremireca Shmes

comes under fire gy e

3 Fhamatha Reay
A e ractsad (nabans 4
v < O sy T

—— s viedes
I e e
el T Dy et wee the

B lomgtan ot 3 speech
B
The sesm. My Friend Coyta

e < nanany
e LA 1 s = hes & ALY semaitve deta
ovs.

The b-Que
Vet mreat

Start > Naringsliv + Bors Bérsplus Motor  Niringsliv Debatt

SSAB 8: 3143285

Encsson: 50,00 0,66 %  EnQuest PLC: 4,58

i Uppkopplade leksaker
Obegripliga anvéindarvillkor - och en teknik som gor|
avlyssna barnkammaren och kontakta barnet. Nu an
Konsumenter tvi leksaker p& den svenska marknad(

Det ir dockan My Friend Cayla och roboten {-Que som anmals

ket och [ Detta sedan Sveriges
Konsumenters norska motsvarighet testat leksakerna och funnit|

problem.

¢ Nordic Mines 0,46 -215 % Vovo 8: 105,90

Sokféretag  Kultur

Nordea Bank: 98,00 «

4 > ECONOMIE > COMSOMMATION

Les poupées connectées, des
espionnes au pied du sapin

a0 tefigaro.r | wis bjourle 061272016 3 1002 / Pusiié le 0601272016 3 0706

5&‘.7’3&112&»r ﬂ
Sivous e i é ée pour Noél, devriez vous
méfier. Selon plusieurs de qui ont porté plainte

poupées fabriquées par le is Genesis Toys,
&tr o a distance.

BEARE osan News  Sport  Weamer Shop  Farm  Travel

Tech Science = Magazine = Entertainment & A

Technology

or privacy probes over Cayla doll

Technology

of the I-Que and Cayla smart toys have been accused of
lchildren to “ongoing surveillance” and posing an “imminent and
hreat” to their safety and security.

#Toyfail
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| Advocacy Groups: Talking Dolls May Pose Il
Privacy Risk to Children WS.I
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Media Impact

/
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The toys were withdrawn from several

markets

Big toy chains in the United States,
Belgium and the Netherlands has
stopped the sale of the toys.

In Norway, Sweden and Denmark BR-
Toys and Toys R Us offered money
back without a receipt.

#Toyfail

@9 Dinsdag 24 januari 2017 = Het laatste nieuws het eerst op NU.nl Q

Voorpagina  NU.nl > Tech > Gadgets

Net binnen
Algemeen
Economie
Zakelijk P & 6
Sport / .ta 4’\)
- §
\ oW

Overig Intertoys en Bart Smit halen slim speelgoed uit
»s Winkels om privacyzorgen

Regionaal fv &

Blokker Holding, het bedrijf achter Bart Smit en Intertoys, haalt slim
speelgoed van Genesis Toys tijdelijk uit de winkels. Meerdere
privacyorganisaties waarschuwden dinsdag voor mogelijke
privacyschending door het speelgoed
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In Germany the doll got banned

mtech
Germany tells parents to destroy
microphone in ‘illegal’ doll

by Alanna Petroff @AlannaPetroff

= Sites 0 /ABC

NEWS [¥{

£ Justin Australia World Trump's America Business Sport Arts  Analysis & Opinion

(L) February 17, 2017: 12:09 PM ET

& Print &2 Email K3 Facebook 2 Twitter More

My Friend Cayla doll banned in Germany over
surveillance concerns

By Michael Walsh

Posted 17 Feb 2017, 11:58pm

' LAURIE SEGALL

CNNMONEY TECH CORRESPONDENT

P 1:08/420 - 0 o ra

My hack stole your credit card i

Germany's telecommunications regulator has warned parents that
a doll sold in the country could be used to snoop on families and
compromise their personal information.
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L.esson to be learned
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