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BUSINESS MODELS

Building Smart Ecosystems
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“Das Auto.” “Rent a car.” “Hello, mobility!”



ORGANISATIONAL
STRUCTURE

Building Smart Ecosystems



User Research

Hardware Connectivity

Infrastructure

Messaging

Platform Services Business

Analysis

Adft) |2ajjasa] [222)24] |3

Firmware




User Research

Hardware Connectivity

Infrastructure

Messaging
Platform

et |CUp T

g

Services Business
Analysis

Firmware




User Research

Hardware Connectivity

Infrastructure

Messaging

Platform Services Business

Analysis

A1) [ajjas ]2 g 4]

Firmware




Experience Design

Project Management
Firmware Development

Business Analysis Quality Assurance
Hardware Design

Development Operations
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Building Smart Ecosystems



Ul DESIGN Beyond the screen

INDUSTRIAL DESIGN

Latency

INTERUSABILITY

Hide technology Offline
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backend, frontend, mobile, cloud,
. ops, ml, cv, ar/vr, pcb design,

o embedded, 3d printing...
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Building Smart Ecosystems
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Limited Tools tor TDD

Complex scenario setup
Multiple Teams

Physical user interaction




Fake Components

-~asier to setup a scenarios

Imitate user interactions




Contract Tests

Living Documentation

Automatically test updates




-ake Components
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Push for more automation
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Cloud Web Interface
Privacy

Local Data Storage
Thira-party backend APIs
Authentication
Authorisation
Administrative Interface
Web interface

Network Services

Mobile Application

Network Traffic
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Physical Interfaces
Memory

Firmware

Update Mechanism
Hardware Sensors
Vendor backend APIs
Ecosystem Access Control

Ecosystem Communication



THREAT ANALYSIS

Fix these first!

Impact

L oW

Low Probability High



No update in 10 years

No one cares about updates
as long as it Works

Implement automatic and secure
over the air updates... NOW!

don’t forget the basics
Signatures
Key rotation
Secure connections
No hard coded secrets!
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Building Smart Ecosystems
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PRIVACY = TRANSPARENCY + CONTROL

U |||c1y | SIUIO LW |J| UVIUCT UD VVILLT DUINTICT Ul dI U1 }'UUI }JCI SUTITT TTHTUTTHIAUINT, IOV

we can interact with you, including providing you with our services.

C) The kinds of information we ¢

We usually collect the following kinds of personal information:

¢ Name, address, occupation, and contact information (if it is for IT project resear
the information upon your request if it is practica! to do so);

e Interestsin our services or events, or that of our clients;

e Information about people’s dealings with us or our clients; and

e Your opinion or comments on certain matters (e.g., process, systems and IT ser

D) How information is collected

ThoughtWorks gathers information in two ways:

Everyone

Friends of Friends
v Friends Only

. Customize
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